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1

INTRODUCTION

1.1 PURPOSE OF THIS DOCUMENT

The purpose of this software manual is to provide an explanation of the IncidentXP software tool,
which supports the Tripod Beta technique for incident analysis. It assumes basic familiarity with
accident and incident investigation methods.

For Tripod: Familiarity, or preferably being an accredited Tripod professional, along with this manual,
should be enough to get you going with the software.

For BFA & RCA: This manual should be sufficient for experienced investigators to use the software
successfully.

1.2 STRUCTURE OF THIS DOCUMENT

1. Step by step guides to get you started:
e Chapter 2, Quick installation guide: This guide quickly describes how to install and activate
IncidentXP on your computer.
e Chapter3,
Quick getting started guide: This guide briefly discusses how to work through an incident
analysis. The configuration of timeline diagrams is also discussed in this chapter.

2. The four incident analysis methodologies available in IncidentXP:
e Chapter 4, The Tripod Beta method.
e Chapter5,
The Barrier Failure Analysis (BFA) method.
e Chapter 6, The Root Cause Analysis (RCA) method.

3. Recommendations and feedback to bowtie risk assessment:
e Chapter 8, Actions / recommendations.
e Chapter9, Linking incidents with bowtie.

4. Advanced functionality; Display settings, document links, export of data and bowtie methodology
description:
e Chapter 10,
Configuring the diagram.
e Chapter 11, Case file tools.
e Chapter 12,
Linking to documentation.
e Chapter 13, Getting data out of the program.
e Chapter 14,
A brief description of a subset of bowtie methodology.

5. Support options:
e Chapter 15,
Support.
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QUICK INSTALLATION GUIDE

2.1 INTRODUCTION

Installing IncidentXP onto your computer is very simple. If, however, you run into trouble and need
more detailed information about the installation procedure or the software prerequisites and
compatibility, then this information is available in the full BowTieXP software manual.

Note: BowTieXP and IncidentXP are licensed modules within the same software application. Your
license key will determine which module you will be able to access:

e IncidentXP,

e BowTieXP

e orboth.

This is the reason why you will download the IncidentXP software from the BowTieXP downloads
site.

2.2 INSTALLING INCIDENTXP

Note: IncidentXP can run on Windows 7 and newer. IncidentXP requires the .NET framework v4.7 or v4.8 to be
installed. If you run BowTieXP and the .NET framework is too old, it BowTieXP tell you so. You can then download
and install it:

https://dotnet.microsoft.com/download/dotnet-framework/thank-you/net48-web-installer

Note that Windows 10 Creators Update (1703) and later come with a new enough version of the framework already
installed out of the box.

Open an internet browser and navigate to: https://www.bowtiexp.com/downloads/bowtiexp/
Download and run the BowTieXP installer (.msi).

2.3 ACTIVATING INCIDENTXP

When you start IncidentXP for the first time, you are asked for either a trial code or an activation
code:

BowTieXP / IncidentXP Version 9.3.9 Product Activation... X

This product requires an activation code to run. Please enter the activation code in the =] £y [w]
textbox below ar contact your software supplier with the hostid listed below for a wvalid

code. =]

Click here to show site licensing options alsa.

Lock to: |LDCKt0 this computer v‘
Current hostid: |RE2WAV81 RGE78638 KLKAQWTA BELNAWZQ ‘@

Activation or trial code: || ‘

Status: Mo activation code ortrial code loaded oris imvalid Ok

Figure 1 - Activation dialog
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https://dotnet.microsoft.com/download/dotnet-framework/thank-you/net48-web-installer

If you have a valid trial code, you can enter it in the activation or trial code text box, and IncidentXP
will run.

If you have purchased IncidentXP, you will need to obtain an activation code to perpetually activate
IncidentXP. Please copy the code shown in the current host ID text box and paste it into to Enablon
Wolters Kluwer support via ECP. We will then send you an activation code. After entering this code in
the activation or trial code text box, the current version of IncidentXP will run on your
desktop/laptop forever.

2.3.1 Activating with an old host-id

Sometimes, due to the use of a different laptop docking station, a switch in a Windows version, or
changes in the computer hardware, it can happen that your host ID changes. If that happens, your
activation code will no longer match with the host ID. If this happens, you will have to activate the
software based on the original host-ID (the original host-ID that was used when creating the
activation code, so the one you sent to the Enablon Wolters Kluwer support staff).

To do so, select the “Lock to this computer with an old host id” option from the “Lock to” drop-down
menu in the Product Activation screen (see Figure 2). The screen will then display a field for the
current, as well as the activated host-id (see Figure 3).

BowTieXP / IncidentP Yersion 9.3.9 Product Activation.., .

This product requires an activation code to run. Please enter the activation code in the [=] sl
textbox below or cantactyaour software supplier with the hostid listed below for avalid

coda. =]

Click here to show site licensing options alsa.

Lock ta: Lock to this computer v|

Lock to this computer
Lock to this computer with an old host id

Current host id

Activation or trial code:

Status Mo activation code or trial code loaded ar is invalid 614 Cancel

Figure 2 - Activate with original host id

BowTiexP / IncidentXP Version 9.3.10 Product Activation... ot

This product requires an activation code to run. Please enter the activation code in [w]:
the textbox below or contact your software supplier with the host id listed below fora =

valid code. O

Click here to show site licensing options also.

Lock to: Lock to this computer o
Cumrent host id: |DFLFGHE'E RFC16BDON KLKAQWTX B5LMN4HE5 | il
Activation artrial code: |M~'“'514TE 2H40D2BH |
Status:  Activation code does not match the activated or cument ho OK Cancel

Figure 3 — Host id and activation code do not match anymore

We do not need to send you a new code. You just need to tell it the host id which belongs to the
activation code. You can do this by copy/pasting the old host id which was used to generate the
activation code into the “Activated host id” field. The host id that was used to generate the activation
code is always included in the same email as the activation code, usually in a bit of text that looks like
Figure 4:
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Code Type: BowTie Host Locked Code

Host ID: EEZWAWVE]1 RGETEAZ8 KLE4OVTH ASLNAWZQ €——
Code: 24r314TE ZH4AQDZEBE

Features: Incident¥P BSCAT Tripod Beta BFA TOP-SET RCA
Expiry: HNone

Figure 4 - Activation code email message

The host-id that was used to generate the activation code is the one pointed out by the arrow in
Figure 4. When this host-id is copied into the “Activated host id’ field, the software will pick it up and
then match it to the activation code. This should result in an accepted code, returning the status
“OK”. Now click the OK button, and the software should be activated once more.

Please note that IncidentXP will check what has changed on your computer. If too many parts have
changed, or you are trying this on a different computer, the code will still not work, and you will need
to contact us for an updated code.

BowTieXP f Incident{P Version 9.3.9 Product Activation... X

This product requires an activation code to run. Please enter the activation code inthe [Ok10]
texthox below or contact your software supplier with the hostid listed below for & valid

code [=]#*

Click here to show site licensing options also

Lock to |LD:KID this computer with an ald hostid ~ ‘
Current host id |VSKVJY]2 VVKDPLHY KLK4QVTX 65LN2XNL |@
Activated hostid [RE2wAvET RGE78538 KLKAGWTX BELNAWZQ | |
Activation or trial code |A4AST 4TE 2H4QDZEF ‘

Status Activation code does not match the activated or current r

Figure 5 — Changed host-id

QUICK GETTING STARTED GUIDE

3.1 THE INCIDENTXP SCREEN

After starting IncidentXP, the following screen will appear:
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¥4 Untitled - IncidentXP - =] x
File Case Edit Diagram View Tools Help

PE-EED CRhQ-D Search,

Tree view 3 x Case Ovarview i 096

Datauit Fikaring ~ | i W o1 o2 a

= [» Case Fik - =

Figure 6 - Main application screen

This screen consists of several parts that you will need to familiarize yourself with before you will be
able to start building analysis diagrams.

Along the top we find the menu bar and the main toolbar.

Filer Case Edit Diagram View Tools Help
=D Y- B

Figure 7 - Menu bar & main toolbar

Below those we have the diagram and the treeview.

3.1.1 The diagram

The biggest portion of the screen is taken up by the diagram.

Figure 8 - Diagram window

The diagram window is where the visual portion of your diagram will take shape, think of the
diagram window as your drawing board.
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The diagram can show the timeline of an incident, the incident analysis diagram, or both. The
analysis diagram can be either a Tripod, BFA or RCA diagram. When you start the software and no
Incidents have been created yet, the diagram window will either show you the Case Overview, the
Incident Manager, or an empty Incident Diagram sheet.

3.1.2 The treeview

The treeview is normally located on the left-hand side of the screen. This can be adjusted according
to your preferences. The treeview displays all the information present in your case file and helps you
navigate through your case file. Think of the treeview as your case file manager.

Figure 9 - Treeview window

Through this window you have access to all information in your file, such as the incidents itself, but
also reference information such as

e The incident categorizations such as types and tiers (see Incident Lookup Tables),
e Other reference information such as document links and
¢ Method-specific reference information such Tripod BRF lists (also Incident Lookup Tables).

3.1.3 The editor

In an editor window you can submit and edit all written content within your case file.

When you want to add a new item, you enter the item’s details into this window. When you want to
change an item, you also have to do it in this window.

By double clicking items in the treeview or in your diagram window, the editor window will appear
which allows you to edit the various fields and reference data of an item.

Edit Event x Edit Incident Type ®
General | Document Links | User Data General | User Data
[Event - Doubie diok 1o edic ]
Code: = |
Name. [Personal |
uoh
® Event Description
O et fedit in popup)
O Consequence
O Top event
(O Potential but not reached Colors and pattem Example Text
@ oK Cancel [ (G] oK Cancel Apply

Figure 10 - Edit windows for an event item or tree view item

Along the top we have different tabs. The leftmost one is called ‘General’ and this is where we have
all the basic data which is available for an item. In these examples, we are looking at items that have,
amongst other properties, a name, and a description.
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The next tab is called ‘User Data’ and it is where you can define your own fields, if so required. Please
see the BowTieXP software manual for more information regarding this tab.

The tab ‘Document Links’ will be discussed in chapter 12
Linking to documentation.

Some tips if you get lost:

Pressing F2 allows you to edit the name of the selected item.
Pressing F4 will bring up the editor window for the selected item.

If you can’t find your diagram, you either have not selected an incident, or you have selected a different tab such
as the case overview tab instead of the diagram tab.

3.1.4 Add and remove buttons

The software allows you to remove buttons from the diagram toolbar and only display the buttons
you frequently use. In the original software settings, some buttons will be hidden by default.

You can remove (hide) or add buttons from/to the diagram toolbar by clicking on the three tiny
buttons with three small dots and an arrow on it.

Figure 11 - Add or remove buttons from the toolbar (1/2)

Check the toolbar buttons that you want to visualize in the toolbar and uncheck the buttons that
should be hidden.

Add or remove buttons
[4] Edit diagram details
# Zoomin

=\ Zoom out

%, Zoom to 50%

%, Zoom to 75%

@, Zoom to 100%

% Zoom to 125%
%“3{ Zoom to fit

L Show only Events
£ Show only Events and Incident Barriers
@ Show all

O ¢ Enable animations
¢ show tooltips
Restore defaults

Figure 12 - Add or remove buttons from the toolbar (2/2)

3.2 CREATING AN INCIDENT & INCIDENT ANALYSIS
DIAGRAM

When you start IncidentXP, the software automatically creates a blank file for you.

Note: The way IncidentXP works with files is very similar to how you open and save files in Microsoft Word. Similarly,
you can attach your case files to your e-mail messages, transfer them to an USB stick, etc.
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To create a new incident in the software, right-click the incidents node in the treeview and
subsequently select ‘New Incident’. The editor will pop up allowing you to specify the name, date,
incident type, category, and tier. In this window you should also decide which analysis method you
want to use.

Note: Depending on which methods are activated/licensed in the software, you will be offered a choice of method.
If only one method is activated, that method is automatically selected.

[ [> Case File
® IncidentLookup Tables
® DocumentLink Groups
i

(AL

Add Incident

Wihat Happened

Description

x|
General  User Data
Code
Name o
Date and Time [© 71172025 152.04PM B-[f] wo
Incident Type <No Value Assigned> h
Incident Category <No Value Assigned> >
Incident Tier <No Value Assigned> i
Organizational Lnit <No Value Assigned> v
Latitude/Longitude .
Tree view 7 x Plt Pian <No Value Assigned> V&l (g o
DefaultFiltering v| B: B I 50) (75) (o9 Plot plan location [+] 0 0

9 Undo (Delete Incident) fedit in papup)
= Redo
4 View.. -
[+ Newlncident .. N Ins dd diagrams to this incidert I
Delete W Del
Change Order. 8@ Tripod Beta
i=  Group incidents by.. ) BFA
W% Cut Ctrl+X [J RCA
(P Copy Ctrl+C [C) TOP-SET RCA
G] Paste ctri+v

OK Cancel

Figure 13 - Adding a new incident diagram in the treeview

After creating the new incident, the treeview presents us one or multiple empty diagrams
underneath the incident node. These diagrams can be either incident analysis diagrams or timeline
diagrams.

Default Filtering ~ | H=

> Case File
- @ Incident Lookup Tables
(® DocumentLink Groups
=} = Incidents

E}E{i'-,:' Mew Incident
: '%'-I}Z' BFA Diagram
‘o8 Timeline Diagram

Figure 14 - An incident node which contains a Timeline diagram and BFA Diagram

In chapter 3 we will explain how to create the timeline, and thereafter in separate chapters discuss
creation of, Tripod Beta diagrams, BFA diagrams, and RCA diagrams.
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3.3 THE INCIDENT MANAGER

Incident investigation can be chaotic at times, with different steps involved that are often being
attended to interchangeably. The Incident Manager helps to guide you through the steps of incident
investigation, providing you a more structured approach. From top to bottom there are 6 tabs
present within the Incident Manager: Details, Investigation, Analysis, Recommendations,
Attachments and Report. We believe these 6 tabs are best followed in this proposed order; however,
the software allows you to switch back and forth as you see fit.

You can open the Incident Manager by going to ‘View > Windows > Incident Manager’, or use the
hotkey Ctrl + Shift + J. Alternatively, if it has already been activated before, you can click on ‘incident
manager’ in your diagram tabs, as illustrated in Figure 15 by the red circle.

Tree view Incident Diagram
DefaultFiltering 3l [P
=~ > Case File

[+~ @ Incident Lookup Tables

1
1

1 1

1 1

(® Document Link Groups : :

- = dent I +  Addlncident !
1

1 1

1 1

1 1

1 1

1

Figure 15 - The start screen of the Incident Manager

Once you’ve built multiple incidents, the start screen of your Incident Manager will look different. It
will contain an overview of all the incidents within your case file, displayed as tiles. Clicking on one
will directly take you to that particular incident.

———— Cate Overvaw widee Tmeine - T 0.
Delaut Fteing il B Actions. 7 Ackans. 2hctiom
= [ Case Fle '
- (@ Incasent Looku Tablss ' Road Safety: vehicle: [E—_— S Road Safety: vehicle Road Safely: vehicle amost
- © Documert Link Groups I crashed into tree (Tripod) pmlar roll-aver (Tripod) ‘crashed into water (Tripod)
= =incdenis ! +  Add incident.
O T ——— ) ! [ Tomi | Cmae | [Twed |
e Tiod s dagram | [(omebe ] [ Trood KN e ]
5o Foad Saety: vehile b over (Tpse) i BFA 2o
e Tipod analysa dagram
=1 o Safety. vehics o crashad i wtse (Tipod)
- 4 Topod andyss dgrm
51 4 Wakerfos r waer (B7A = Trvie)
i Trmekne Woeker fal in water (BFA +
& Desgram Conveor belt fire Bunceficld (RCA: Timeline) T

& e b e N Crese | EIE

4 hctons

B Top Set RCA

Figure 16 — The start screen of the Incident Manager holding multiple incidents

As an alternative way to create an incident you can click on ‘Add Incident’ within the Incident
Manager to create a new incident. In this example, we used ‘Conveyer belt fire’ as a fictional incident
taken from our test file. After creating a new incident and filling in its basic details, your screen will
look like this:
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o %

Conveyor belt fire

B o2& ®

M TINEANOIGONPM

Figure 17 — The Details tab of the Incident Manager

3.3.1 Walking through the 6 tabs of the Incident
Manager

The Incident Manager consists of 6 tabs, which can be walked through in any order:
e Details

Investigation

Analysis

Recommendations

Attachments

Report

Details

The ‘Details’ tab gives you an overview of the information you have entered when creating a new
incident (see Figure 18).

There are 4 grey buttons near the top of this page as shown in the image below.

N -
4 O & W
Figure 19 — The 4 buttons of the Details tab of the Incident Manager

The first button will open the ‘Edit Incident windows’ and allows you to change the details of the
incident. The second button allows you to add new actions, which can be viewed under
‘Recommendations’. The third button allows you to add a new incident diagram. The fourth button
completely deletes the incident from your case file. It will give you a warning before being able to
delete an incident. Moreover, you can undo it using the undo button (or Ctrl + Z).

Investigation

The ‘Investigation’ tab contains a reference to your timeline diagram. See chapter 3.4 ‘Creating a
timeline’ for more information on the timeline. Left click on ‘Timeline Diagram’ to go to the timeline
diagram.
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<< Back to list

Conveyor belt fire

Investigation
Details

7}) Time lines
Investigation

[ Timeline Diagram Warking draft |
Analysis
Recommendations

Attachments

Report

Figure 20 — The Investigation tab of the Incident Manager

Note that there is an add new timeline diagram button on this page as well.

¥ E@ Time lines

D/| Add new Incident Diagram i

Figure 2021 - Add new timeline diagram

Analysis

The analysis tab gives an overview of all the analysis diagrams you have of an incident. Left clicking
on, for example, ‘Top Set RCA’ (or one of the other incident techniques), will take you to that
respective incident diagram.

Note that there is an add new incident diagram button on this page as well.

E% Diagrams
4| Add new Incident Diagram

Figure 22 - Add new incident diagram

It is also possible to click on the pen on paper icon to change the original name of the incident and
set its status to ‘Completed’.

%Top Set RCA Waorking draft W

| Edit TOP-SET RCA Incident Diagram details |

Figure 22 - Edit incident diagram details

For more information on the different incident analysis techniques, please see chapter Error!
Reference source not found., 4, 5, 6, or 7.
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Recommendations

The ‘Recommendations’ tab gives an overview of all the actions concerned with the incident;
completed as well as not completed. This list shows you both actions that belong to an Incident
Diagram/Timeline shape as well as actions that do not belong to any specific element, but are instead
related to the overall incident, diagram or timeline. The column “Belongs to” gives you this
information. In this example, we have one action related to a diagram shape called ‘Eroded wiring,
while the other 3 actions are not related to any shape. Clicking on the shape in the ‘Belongs to’
column, will take you directly to that specific element in the incident/timeline diagram.

Additionally, there are three buttons on this page (as shown in red). The first button lets you add
additional general actions, i.e. actions that are not related to any shape of the incident/timeline
diagram. The second button allows you to export your action list to Excel. The third button only
shows up if you select an action and allows you to delete the selected action.

<< Back to list

Conveyor belt fire
Recommendations

Investigation T |Code | Target Action pa.. | Prioiity | Belongs to |

Details

4 Actions open

&

ﬂ‘Elosl aintenance R04 Evt - Eroded wiring ‘

Analysis

[ Reuvisit pe ic cleaning protocols RO2 1/29/2013 Med

 Supply chain needs to be linked with risk R 1312013 Med
assessment

Recommendations [4 Update periodic maintenance protocal RO3 1/29/2013 Med

0 Actions Completed

Attachments

Report

Figure 23 — The Recommendations tab of the Incident Manager

For more information on ‘Recommendations’, please see chapter 8.

Attachments

The ‘Attachments’ tab gives an overview of all the documents attached to this incident. For example,
it is possible to add picture evidence, interview reports, building blueprints etc. The software allows
for almost any type of file to be attached, from .jpeg to .pdf. ‘Attachments’ differs from ‘Document
Links’: Be careful not to attach too many large documents, as this will add to the file size of your
bowtie file. Clicking on the paper with paperclip button will allow

you to add attachments.
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<< Back to list

Conveyor belt fire

Attachments
Details

Investigation Name ‘ FileName ‘ ‘

Analysis
Add Attachment X

General User Data

Name mel |

Recommendations

Attachments

Report oK Cancel Apply

Figure 24 — The Attachments tab of the Incident Manager

Report

The ‘Report’ tab gives an overview of the reports of an incident. There are 5 buttons on this page (as
shown in red).

<< Back to list

Conveyor belt fire

Report
Details
= + 4 5 X
Investigation | Settings | Update ‘ Path Diagram Last Modifi
\/‘ i) (4] C\Users\eliser\Documents\Conveyaor belt fire. docx Top SetRCA 3/6/2020 1:4...

Analysis
Recommendations
Attachments

Report
Figure 25 — The Report tab of the Incident Manager

The first button will allow you to choose a template for your report. You can choose between the
built-in template (see Figure 26) or a custom made one. The first page of the built-in template can be
seenin

Figure 27. Templates use predefined tags that draw their information from IncidentXP to
automatically fill in a report. For more information on how this works see chapter 13.2.2.

The second button creates a report based on the template we defined using the first button. Left
click it to save it on your computer, and it will automatically open a word document. The third button
uploads existing documents. For example, you can link the report you just made using the first two
buttons. The fourth button refreshes the report that was saved on the computer. This is to ensure

that the linked report you made using the third button can be updated when you have updated your
existing incident analysis in IncidentXP.

The fifth button only shows up if you’ve selected a report and allows you to unlink the selected

report, so you will not be able to see it in the reports list for updating. Note: There will be no warning
nor can this be recovered by clicking “Undo” or Ctrl + Z.
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Global settings for Incident reporting X

‘Which .docx template should be used for newly generated reports

(@) Default (builtin) Show a copy of the default docx template

O Custom made: C:\Users\eliser\Desktop\Fire took place docx

Qther seftings

When a documentis updated, keep a backup ofthe original

| 0K | | Cancel ‘

Figure 26 — Choosing what report template to use

Notes: You can customize this report — it is a reqular Microsoft Word document!
In short:
® Everything inside of a tag (e.g. ausen name ) js controlied by IncidentXP and you will lose

when ing from I . Everything not inside tags is safe.
* Ifyou want to customize items in fields, you have two options:
a. change the item in Inci ), 500t is fy, or
b. copy and paste the contents outside the tag, ond delete the tag.
* Questions? Mail us at support@cgerisk.com or check the IncidentXP manual!

Incident Report

Incident code:
Incident nome:  Conveyor belt fire
Incident date:  11/10/2010 3:05:00 PM
Incident Jocation:  Insert (short) description of incident location here
Organizational unit:  Amsterdam
Incident type:  Process Process
Incident category:  NM Near Miss
Incident tier: T3 Tier Three
What happened: A fire started at a conveyorbelt but was contained

Plot plan location:  Mine Plot Plan

i i
Geo location:  |at. 52.370216, lon.4.895168
9
Description:  During normal operations, a fire broke out near a horizontal conveyor beit
‘which was used to transport coal and rock to the collection area. The fire
was likely to be started by an electrical spark from the conveyor belt, which

ignited oily debris which had accumulated over time underneath the belt.

The location of the conveyor belt in question was in the middle of the mine
and no mining operations were performed in its vicinity. There was no high

Figure 27 — Example of default built in report

The settings icon & will take you to a pop-up screen that will allow you to choose what diagram to
use (you can choose only one) and what timeline diagrams to involve (you can choose multiple) in
that particular report with every update.
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3.4 CREATING A TIMELINE

The timeline allows you to enter all evidence/events and visually reorder them to fit your findings.
The software automatically creates a basic timeline diagram from which you can start working
immediately.

incident Manager

Incident Diagram - B__.

EEEEECC Ry e (5 B )
Qualitative Date
3/6/2020
12:00:00 PM

Timeline Event 1 -
Double click to

Technology
edit

Environment

| Organization

| People

I Similar Events
<NULL> <No
Value Assigned>

Figure 28 - Default start of timeline

To add a timeline diagram to an existing incident, right-click an incident in the treeview and select
‘New Incident Diagram’. Select methodology ‘Timeline’ in the add incident diagram dialog and give
the timeline a name.

Tree view qx
Default Fitering ~| B
(=1 [ Case File
@ Incident Lookup Tables
® Document Link Groups
El- =P Incidents
-I--fp Road Safety: vehicle crashed irto tree (Tripod)
i & Tripod analysis diagram
-1~ &ff Road Safety: vehicle rallover (Trinod)
o Tripod analysis diagram
-1 o Road Safety: vehicle almost crashed into water (Tripod)
‘- & Trpod analysis disgram
-J- ol Workerfalls in water (BFA + Timeline)
i+~ & Timeline: Diagram
b Bfa Diagram
=i~ B8 Buncefield (RCA<Timeline}
o Root cause diagram
- Timeline General  User Data
I &b Fire in gensrator room
i+~ & Timeline: Diagram Name ]
o Tripad Diagram
- &2 Bfa Disgram Diagram Status
o Rea Diagram

Add Incident Diagram X

© Working draft
O Completed

. &t TopSetRea Diagram
-I-- &b [Conveyor bet

i Timeline | ' Undo (Delete Incident) Ctrl+Z
-l Top Set Redo Crlsy

Methodology
Edit Incident ... F4

O Timeline

Delete Incident Del O Tipod Beta
Change Incident Diagram Order. O BFA

New Incident Diagram ... Ins

Cut

Copy
Paste

B E e @& X[+ R 4

Ctrl+X
Ctrl+C
Ctrl+V

O RCA
() TOP-SET RCA

oK Cancel

Figure 29 - Add new timeline to existing incident

In this window you will also be able to select the ‘Diagram Status’, which is linked to a functionality in
BowTieServer. You can choose to ignore this when you are not a BowTieServer user. You can filter
out the data of draft incident diagrams on bowtie diagrams by means of the incident filter when
using IncidentXP in combination with BowTieXP.

3.4.1

Add a timeline column
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To add a new timeline column, move your mouse over the right- or left-hand side of an existing
timeline column and click the green plus button which appears.

B Case Overview 1) Incident Timeline - T | X incident Manager Incident Diagram - B

tHRQQARR R EQURIC - @ f) B P

Qualitative Date
Time
o
s —
3/6/2020 Add new Timeline Column

12:00:00 PM

Timeline Event 1 -
Technology Double click to

edit
Environment

| Organization

| People

I Similar Events
<NULL> <No
Value Assigned>

Figure 30 — Add timeline column

Select a date and time and a date/time format. Subsequently select ‘OK’ to add the column. A
qualitative date and time can optionally be inserted to highlight a particular moment with a
qualitative description (e.g. First Deviation) that will be shown at the top of the column.

Add Timeline Column et

General Documentlinks User Data

Qualitative Date Time: ‘Opﬂona\ description ‘
Date and Time: [ 3/ 612020 12:00:00 PM B~ E (UTC+01:00)
Patterns and Colors: Example Text

Select Date and Time Display Format n

Selecthow you want your date and time to appear:

Date and Time Format 31612020 12:00:00 PM v
Format Specifier G
Preview [376/2020 1200.00 PM |

Figure 31 — Enter timeline column details

Another way of adding a timeline column is to drag an existing timeline column to the right or left
side of the diagram.

Note: A red exclamation mark will appear when timeline columns are not in chronological order.
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D Incident Timeline - T... X incident Manager Incident Diagram - B...
(HQQARARARC "Moo B

One or more Timeline Columns are not in chronological order
Optional alitative Date
description Time
3/6/2020 3/6/2020
12:00:01 PM 12:00:00 PM

Timeline Event 1 -
Double click to

’ Technology
edit

Environment

| Organization

| People

| Similar Events
<NULL> <No
Value Assigned>

Figure 32 - Exclamation mark in the timeline (non-chronological order)

3.4.2 Add a timeline actor

Note: The term actor can refer to a person but also to an item, machine, system, or other item which can cause
actions (or influence the flow of events).

To add a new timeline actor, move your mouse over the top (or bottom) of an existing timeline actor
and click the green plus button that appears. Add a name in the field that appears and press ‘Enter’.

1) Incident Timeline - T... | X

New Actorl

E“‘""g gad new Timeline Actor
Environment

Organization

4D Incident Timeline - T... X incident Manager Incident Diagram - B... Ca cid am - B
(MR Qe R 8| QR e g B O ¥ & B @ & QR Vel
Qualitative Date Optional Qualit?it'i:: Date | ‘ d::g?nl?:)n
Time description P
3/6/2020 3/6/2020
3/6/2020 3/6/2020 12:00:00 PM 12:00:01 PM
12:00:00 PM 12:00:01 PM = m
Timeline Event 1 -
Timeline Event 1 - Technology Double click to
Technology Double click to edit
edit

Organization

People
People

[ Similar Events
| S Similar Events
<NULL> <No
; <NULL> <No
Value Assigned> Value Assigned>

Figure 33 - Add timeline actor

3.4.3 Add a timeline event

To add a new timeline event, move your mouse over one of the cells (where the time column and the
actor row cross each other) and click the green plus button.
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4D Incident Timeline - T... X incident Manager Incident Diagram - B.. 0 Incident Timeline - T... X incident Manager Incident Diagram - B_..

PR Qe R & QBT - b 5] B2 7 LR Q6 ® & @R IVEYaL e
Qualitative Date Optional Qualila_(ive Date Dplifln;.al
Time description Time description
3/6/2020 3/6/2020 3/6/2020 3/6/2020
12:00:00 PM 12:00:01 PM 12:00:00 PM 12:00:01 PM
Timeline Event 1 - Timeline Event 1 -
Technology Double click to Technolog Double dlick to

edit edit

New Actor New evenﬁ
Add new Timeline Event Y

Environment

Organization ‘ Organization
People ‘ People
Similar Events [ Similar Events

<NULL> <No <NULL> <No
Value Assigned> Value Assigned>

Figure 34 - Add a new timeline event

Double click a timeline event to specify the name, description, actor, location, category and
confidence level. See next paragraph for more information on editing different elements.

Edit Timeline Event X

General Documentlinks UserData

Name: New evenil |

Description:

editin popup

Actor. ‘NewAcmr v ‘ E
Location ‘(NoVaIueAsswgneﬁ V‘ E
~

|

Category: ‘<NoVaIueAsswgned>

Confidence Level ‘<NuVaIueAsswgned> v|

@ OK Cancel Apply

Figure 35 - Specify a timeline event

Note: There will be a new actor row added to the timeline diagram when a new actor is created in the timeline

event editor. An actor can be added in the timeline event editor by selecting this icon

3.4.4 Edit timeline

We can open the editor of the time column, actor row or event by double clicking them, or by
clicking the pencil icon on an element & . For communicative purposes it is also possible to change
colors of elements or entire columns.

We can also drag timeline events to other positions within the diagram. Dropping it onto a different
cell will implicitly alter the timestamp and actor accordingly.

© WOLTERS KLUWER | Enablon |NC|DENTXP SOFTWARE

Netherlands B.V. 2025 PAGE 23
CONFIDENTIAL AND PROPRIETARY MANUAL




incident Manager

Incident Diagram - B...

H = J
=T, - 5) @5
>10 years before 12 months before 2 months before 1 month before Seconds before Start of incident
incident incident incident incident incident el A Alcelnd

Conveyor belt was

installed on site
Technology

| 0il based lubricant
is applied

Conveyor belt
runs slowly and
needs
maintenance

Eroded cables
spark

Fire starts
underneath the
conveyor

Environment

Coal/rock debris
is able to
accumulate
underneath the
conveyor belt

No high amounts
of gas, vapor, dust
present in the
vicinity

Organization

People

Similar Events

<NULL> <No
Value Assigned>

Figure 36 - Example of a timeline

Unused actors will be hidden from the diagram by clicking this button in the toolbar. If you
cannot find this button in the toolbar you have to add it first to the toolbar using the ‘add or remove

buttons’, see chapter 3.1.4.

D Incident Timeline - T... X
R ARBART

incident Manager

Incident Diagram - B...

G|

4] 8: 7]

incident

Technology

>10 years before

Conveyor belt was
installed on site

12 months before
incident

2 months before
incident incident
Conveyor belt
runs slowly and
needs

is applied
maintenance

1 month before

Oil based lubricant

incident

Seconds before

Start of incident

Eroded cables
spark

Fire starts
underneath the
conveyor

Environment

3.4.5

Coa!/rock debris

is able to
accumulate

underneath the |
conveyor belt |

No high amounts

of gas, vapor, dust

present in the
vicinity

Figure 37 — Timeline without unused actors

Copy/paste of timeline events to other diagrams

It is also possible to copy an event from the timeline and paste it directly into an analysis diagram.
This applies to all methods within IncidentXP. Copy/pasting can be done via the ‘traditional’ way
(using ctrl+C on a timeline event and using ctrl+V in an analysis diagram). Additionally, you can drag
and drop an event while holding the ALT key. Lastly, you can drag and drop through the Tree view.
Make sure to drop an event as a ‘child’ on the correct ‘parent’ (the diagram name) item.

Copying an event from an analysis diagram to the timeline is also possible. Make sure that you select
the header of a timeline column to paste an element into the timeline. It will automatically snap onto

the NULL or No Value Assigned row at the bottom of the timeline.
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a4

THE TRIPOD BETA METHOD

4.1 A BRIEF DESCRIPTION OF TRIPOD BETA
METHODOLOGY

Note: Please see Stichting Tripod Foundation’s Tripod Beta User Guide for a more thorough elaboration.

4.1.1 Introduction

Developed in the early 1990s, Tripod Beta is an incident investigation methodology designed in line
with the human behavior model. It was explicitly created to help accident investigators model
incidents in a way that allows them to understand the influencing environment, and to uncover the
root organizational deficiencies that allowed an incident to happen.

Using Tripod Beta, incident investigators model incidents in terms of:
e Objects (something acted upon, such as a flammable substance or a piece of equipment),
e Agent of change (something —often an energy- that acts upon objects, such as a person or a
fire) and
e Events (the result of an agent acting upon an object, such as an explosion).

Working back from the 'main event' (the incident) allows us to fully understand what happened and
how an incident happened.

A set of shapes consisting of an agent, an object and an event is called a trio and is the basic building
block of the Tripod beta method. Events themselves can also be objects or agents, allowing us to
chain these trios into a contextual diagram.
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To understand why the incident happened, the next step is to determine what barriers were in place
that should have prevented the objects’ and agents’ outcome, and also why these barriers failed to
do so. Tripod Beta teaches us to look at the immediate causes of the act that led to the incident, the
psychological precursors to that immediate cause, and ultimately the underlying organizational
deficiencies that allowed those precursors to exist.

Roll-over of
vehicle

Spinal injury from
flying around in
rolling car

Permanent
Driver's back [} disability from
spinal injury
i_i Use of seatbelts '_i
Driver =2 =2 =2
' Speedy response by Timely mobilization of
_i
control room Effective search ER team

Underlying Cause Precondition Immediate Cause

Figure 38 - A sample Tripod Beta diagram?

4.1.2 Tripod Beta analysis work process

Doing Tripod Beta analysis consists of the following steps.
1. Evidenceis collected and preserved.
Evidence collection is done offline (not in the software).

2. Atimeline/storyboard of events is built. At its simplest, a timeline is a listing of all relevant
events or factors in a time-based sequence. Simple incidents may not require a timeline, but
this tool often helps understand complex incidents involving many people, different systems,
and how latent issues (such as design or construction deficiencies or unrevealed failures)
affect the outcome.

As already seen, the software supports building the timeline in a user-friendly manner. See section
3.4, Creating a timeline.

3. After creating the timeline, the trio’s (agent, object, and event) are identified and linked to
each other which forms an event flow diagram. Linking an event to an agent results in a
combined node called ‘event-agent’. Linking an event to an object results in a combined
node called ‘event-object’.

The software supports building these diagrams in two manners — in the completely free form, but
also using pro-active bowtie risk analysis as a source for event flow information — this is known as
building a templated Tripod Beta diagram.

1 Source: Stichting Tripod Foundation.
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For free-form building of a Tripod Beta diagram, see section 4.2, Creating a Tripod Beta diagram and
section 4.3 Add a Tripod trio (Event — Agent — Object). For templated building of a Tripod Beta
diagram, see section 9, Linking incidents with bowtie.
4. Barriers are identified and inserted between the event and agent or object.
See section 4.4 Add a Tripod Beta incident barrier.
5. Barriers are analyzed; Which have failed? How did they fail? Which were missing?.
Please see Stichting Tripod Foundation’s Tripod Beta User Guide for a thorough elaboration on this.
6. A Tripod Beta causation assessment is done on each barrier.
See section 4.5, Add a Tripod Beta causation assessment.

7. Finally, a report is generated.

The Tripod Beta tool supports many different reports and output methods to provide you with all
information needed to create a full report. See chapter 13, Getting data out of the program.

Optionally, the barriers identified in the investigation can be linked to barriers on pro-active bowtie
risk analyses to provide aggregation and insight into how barriers relate to real life events. If
applicable bowties do not (yet) exist they can be created (given that you have a Tripod IncidentXP +
BowTieXP license). For a templated building of a Tripod Beta diagram, see section 9, Linking incidents
with bowtie.

4.2 CREATING A TRIPOD BETA DIAGRAM

Note: The Tripod Beta diagrams shown in this manual may slightly deviate from the Tripod Beta rules which are set
by the Stichting Tripod Foundation. These differences may especially occur within the description of barriers. This
manual will often use the bowtie risk assessment guidelines for describing barriers.

The Tripod diagram consists of events, agents and objects, which are connected through connectors.
To start a diagram, we must start with a single event.

To create a new Tripod Beta diagram, right-click the incident node in the treeview and select ‘New
Incident’. Name the Tripod diagram and select methodology ‘Tripod Beta’.
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Add Incident X
General  User Data
Code |
Mame New Tripod Beta
Date and Time [© 711472025 101200 AW @-[F] wro
Incident Type <No Value Assigned> <
Incident Category <No Value Assigned> ~
Incident Tier <No Value Assigned> v
Organizational Unt <No Value Assigned> v|[
Latitude/Longtude @
Plot Plan <No Value Assigned> V&l o
Plot plan location g- |0 0
Tree view LB B Case Overview
Defaul Filtering ~| o: iz @ @ @ || Happened
= b CaseFis Description a
@ Incident Lookup Tables .
© Document Link Groups (et inpooup)
Lo 1
e
1 Undo (Delete Incident) Ctrl+Z .
¥ Redo ctri+y
© View 4 Add diagrams to this incident
B Timeline
+  New Incident .. N Ins
Delete W Del © Trpod Beta
Change Order... (W
[i=  Group incidents by. [ RCA
% cut Ctrl+X (] TOP-SET RCA
(7 Copy ctri+C
] Paste Ctrl+V
I oK Cancel Apply

Figure 39 — Creating a new Tripod diagram

When the method ‘Tripod Beta’ is selected whenever an incident is created (see section 0, Creating
an incident & incident analysis diagram), the software automatically creates the first event of a
Tripod diagram, so you can get started on the Tripod diagram immediately.

Incident Timeline - T_.. incident Manager ﬂ Incident Diagram - T... > _
M RQ @R B @B L 2 e Defaut g

4
4
M

Event - Double click

to edit

Figure 40 - Default start of a Tripod Beta diagram

4.3 ADD A TRIPOD TRIO (EVENT — AGENT — OBJECT)

To add a new Tripod trio, move your mouse over the left side of an existing Tripod event and click the
button that appears. The left button will allow you to add a tripod trio (new Agent & Object). The
right button will add an outgoing event (an event which happened after the initial event).

-
.4 Event - Double click

' to edit

Figure 41 - Add a new Tripod trio
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"“

Event - Double click
to edit

New Agent

I New Object

Figure 42- Added Tripod trio

Double click the outlines of the Agent and Object to open the editor and edit the elements’ name
and appearance:

Edit Event X
General Documentlinks UserData
Name: ‘
Description:
(editin popup)
Appearance @ Agent (O Threat
() Object () Consequence
() Event () Topevent
() Event-Agent () Potential but not reached
O Event-Object
@ oK Cancel Apply

Figure 43 - Tripod event editor

This dialog box also allows you to change the appearance of the element — which can be shown as
Agent, Object, Event, Event-Agent, Event-Object as well as a Potential event (an event that did not
happen, but could have occurred). You can also convert shapes into bowtie appearances: Threat,
Consequence, and Top event. Please refer to chapter 14 for details on this.

Potential but
not reached

| | Top event | |

S

Figure 65 - All possible Tripod beta appearance options
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Creating a Tripod-Beta incident analysis diagram is an iterative process. Because of this, the software
allows you to reposition the events by dragging them around the diagram. A grid will be shown while
doing so. By default, Tripod-Beta diagrams use a free layout grid. The free layout allows the user to
distribute the diagram shapes freely on the diagram space by simply moving them or using cutting
and pasting movements. In this way, Tripod diagrams can easily be rearranged.

4.3.1 Add a Tripod Object in parallel to an existing
trio

Note: this sub-chapter describes IncidentXP functionality that is not part of the official Tripod Beta guidelines that
are issued by the Energy Institute. In the official guidelines, there can be only one object against an agent.

If you want to add a second object to an existing Tripod trio, move the mouse over the left side of
the event, and a green button will appear. When we click this button, a second object will
automatically be added. Alternatively, you can right-click on an event and select “Add Event to the
left”. The editor pops up and we can enter the details of the object and change the appearance, for
instance to Object or Agent.

——

00

Event - Double click
to edit

. New Agent

& B

I New Object

Figure 66 - Add an event in parallel to another event

Note: the newly added element(s) might be partially placed over existing element(s). Use the free layout to drag
and drop the elements to the preferred position.

Note: It is also possible to add Tripod elements by selecting events (top event, threats, or consequences) from a
bowtie diagram. In section 9, Linking incidents with bowtie you can read how to do this.

4.4 ADD A TRIPOD BETA INCIDENT BARRIER

To add a barrier in between two elements, we must first create some space when the shapes are
placed in close proximity of each other. To create space between elements, drag the rightmost shape
to the right.
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L WY
New Agent .

New Object

Figure 44 - Creating space between elements

. L WA W
. Event - Double
|
A WE  WR N .
New Object

Event - Double
click to edit

When we hover with the mouse over a connector, we can see both a grey barrier button and a blue
event button. If we click the grey barrier button, we can add a barrier to the connector.

T

o

1@ |

Add new Incident Barrier

Event - Double click
i to edit

New Agent

I New Object

Figure 45 - Add an incident barrier

Right click on a barrier and click Edit Incident Barrier. In this editor box, we can give the barrier a
name, enter a description, choose a barrier type, enter how the barrier failed, both in a short
description and in a longer multiline format, as well as choose a barrier status — also known as the
failure state: failed, missing, unreliable, inadequate (or effective when not failed). We can provide
the barrier challenge and response in the ‘Barrier Challenge/Barrier Response’ tab. Additionally, we
can add information in a tab called ‘User Data’ where we can define our own fields, if so required.
Please see the BowTieXP software manual for more information regarding the ‘User Data’ tab. More
information regarding the ‘Document Links’ tab is available in chapter 12

Linking to documentation.
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Edit Incident Barrier X

General Barrier Challenge/Barrier Response  DocumentLinks User Data

Code: | ‘
Name [New Incident Barrier ‘
Description:

editin popup
Barrier type: |<NuVaIueAssigned> v‘

Barrier Failure Description: | |

Barrier State @ Failed
(O Missing
O Unreliable
() Inadequate
() Effective
Failure Details:
editin popup;

@ OK Cancel Apply

Figure 46 - Incident barrier editor

The incident barrier states are shown on the diagram as follows:

= " ™
= N = |
Failed Missing Unreliable Inadequate Effective

Figure 47 - Incident barrier states

Using these software options allows you to quickly build complex diagrams such as:

- n Il =
Need for . H | Driving in : | Vehicle roll-over -
transport fatigued state . > driver injury
- ""“‘;‘:i:;i::;'g @ Regular driving breaks ;:’::'::”:v:‘“g’; Roll-over protection
=) ™ ™
Driver Health of driver [ H H
Head rest a"j‘ﬁ;‘ to || Wearing a seatbelt ‘ Airbag

Vehicle

Figure 48 - Example of Tripod Beta diagram (without causation assessment)

Note: The ‘Unreliable’ barrier state is not part of the official Tripod Beta guidelines that are issued by the Energy
Institute. In the official guidelines, this state does not exist. It is however part of IncidentXP for it is used within
other methods that IncidentXP supports (i.e. BFA)
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4.5 ADD A TRIPOD BETA CAUSATION ASSESSMENT
Once you complete the diagram it is time to assess all the barriers using the Tripod Beta method. As

mentioned earlier, Tripod Beta uses three levels of causation: Immediate causes, Preconditions, and
Underlying causes.

To add a new Tripod causation path, move your mouse over the bottom of an existing incident
barrier and click the grey button that appears.

(. (=)

MNew Agent = Event - Double click

to edit

New Incident Barrier
&
%dd new Tripod Immediate Cause i

= '

I New Object

Figure 49 - Add new Tripod causation assessment

Right click on the Immediate Cause that appeared in the diagram, and select Edit Tripod Immediate
Cause. In the Immediate Cause editor window we can fill in the details of the immediate cause.

Edit Tripod Immediate Cause X

General Tripod Inmediate Cause Categories DocumentLinks User Data

MName: MNew Tripod Immediate Cause ‘

Description:

editin popup)

@ oK Cancel Apply

Figure 50 - Add descriptions in the Tripod Immediate Cause editor

When we click OK the immediate cause is added to the barrier. You can drag the immediate cause to
position its place above or below the barrier:
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New Tripod
Immediate Cause

"-‘ -

Event - Double click
. New Agent : to edit

New Incident Barrier

I New Object

Figure 51 - Added Tripod Immediate Cause

You can add one or more precondition(s) and underlying cause(s) by following the same steps. This
time move the mouse over the left side of the immediate cause and precondition to let a blue and
yellow button appear instead.

n
5 newTriped |

New Tripod Il New Tripod

Add new Tripod Underlying Cause | Immediate Cause
Z B (L

3 newrs |

N
Add new Tripod Precondition
|

- !
Event - Double click
- i New Agent o
New Agent . -] Event t:::!;lle click gt = e
- W i .
e New Incident Barrier i New Incident Barrier
New Object I New Object
i_i

Figure 52 - Add a new Precondition and Underlying Cause

The Tripod Beta causation path is completed after adding the underlying cause.

New Tripod New Tripod New Tripod
Underlying Cause Precondition Immediate Cause

——

Event - Double click

. New Agent = to edit

e ' New Incident Barrier

| New Object

Figure 53 - Completed Tripod causation assessment
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Note #1: Officially missing barriers can only have underlying causes linked to it. However, this rule has recently been
changed (allowing also immediate cause and preconditions on missing barriers). IncidentXP supports the original
rule and the revised rule.

Note #2: IncidentXP supports categorizing your immediate causes, preconditions, and underlying causes. The list of
categories can be defined within the Incident Lookup Tables node of your case file.

4.5.1 Add a Basic Risk Factor (BRF)

In the Underlying Cause editor, you can define a basic risk factor (BRF) code. This categorization can
be used to perform a trend analysis on your underlying causes. Aggregating BRF codes can provide
valuable insights, for instance to highlight weaknesses within the organization for multiple incidents
and over longer periods of time. BRF codes can be customized in the tree view.

Edit Tripod Underlying Cause x

General Tripod Underlying Cause Categories DocumentLinks User Data

Name: Mew Tripod Underlying Cause |
Brf code: <No Value Assigned>
<No Value Assigned>
Description: Hardware
Design
(editin popup} Maintenance Management

Operating Procedures
Error-Enforcing Conditions
Housekeeping
Incompatible Goals
Organisational Factors
@ Communications

Training —
Defences

Figure 54 - Add BRF code

A BRF code can be visualized on an underlying cause by using the small eye icon on the causation
element:

Set Tripod Underlying Cause display *
Froperty s L |ofF | color
Default =]
Brfcode O ® Q@ 0O
Descripton 00 ®
Document Links 00 ®
Name 00 ®
Tripod Underlying Cause Categories O (O @
New Tri New Triped  [[777 New Tripod N
Underlying C Precondition Immediate Cause
MM Maintenance
Manag t
Set Tripod Underlying Cause display i — £

Figure 55 - Visualization of BRF code

4.6 THE CONNECTOR

The incident connector is the line which connects the incidents’ events. To create a new connector,
right click on some empty space and select Add, Connector, and then select the events you want to
connect. Alternatively, to add a new connector, move your mouse over the right or left side of an
existing event and hold on the green button that appears. While holding, drag the line to another
event to connect both events.
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£ Undo (Add Incident Barrier) Ctrl+Z
Redo Ctrl+Y
[# Edit Incident Diagram .. F4
[+ Add » [ Comnector.
Delete Del O Event. "
t Change Incident Diagram Order...
3 Go To Definition
\GI‘J Cut Ctrl+X
P Copy Cirl+C
G] Paste Cirl+V
El Show usage references Ciri+B

I ' " I

Figure 56 - Add new connector (two alternatives)

4.7 EDITING YOUR TRIPOD BETA DIAGRAM

Here is a list of all methods for editing the diagram shapes:
e To edit a shape, double click it or select it and press F2.
To change the order of barriers, drag them left or right beyond its neighbor.
Hold down SHIFT to also move connecting shapes.
It is possible to copy (CTRL+C) and paste (CTRL+V) shapes with the clipboard.
To copy some properties, Use paste special. This allows you to select which items to paste
over the selection.
e Toremove an item, select it and press DEL.

5

THE BARRIER FAILURE ANALYSIS (BFA)
METHOD

5.1 A BRIEF DESCRIPTION OF BFA METHODOLOGY

Barrier Failure Analysis (BFA) is a pragmatic, un-opinionated, general-purpose incident analysis
method. It has no affiliation with any particular bureau, authority or organization.

BFA is a way to structure incidents and to categorize certain parts of incident taxonomy. The
structure consists of events, barriers and causation paths. Events are used to describe a causal
sequence of events that we want to prevent from cascading. This means that each event causes the
occurrence of a next event. There can also be parallel events that combined cause the next event to
happen.
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The barriers in a BFA are designed to stop a chain of events. They are not necessarily independent or
sufficient, as would be the case in official bowtie guidelines. Since a barrier failure is presumed in this
technique, causation paths are determined to explain why the barriers did not perform according to
function.

The causation consists of three steps, which are respectively called Primary, Secondary and Tertiary
level. These labels can be customized. The method does not specify whether the analysis should end
on an organizational level or not, this is merely what the software allows you to do. Each level in the
causation path can additionally be categorized to your own fit. By default there are no categories
defined in the software. This allows you as a user the flexibility to create relevant, custom categories
specific to your own organizational context.

Any organization should go through an initial period of testing and iterating these categories. At
some point a steady state should emerge that will capture most incidents and provide relevant
insights. Whenever diversions from this structure were to occur more often, it is possible to keep this
learning process alive and reconsider the initial categorization.

5.2 CREATING A BFA DIAGRAM

The BFA diagram consists of events, which are connected through connectors. To start a diagram we
must begin with a single event.

If the method BFA is selected when creating an incident (section 3.2, Creating an incident & incident
analysis diagram), the software automatically creates the first event of a BFA diagram, in order for
you to get started on the BFA diagram immediately.

Incident Timeline - T... incident Manager D:i'lncident Diagram-B... X _
MR O R ®E L 2k - @ i 5] @ et 3

Event - Double click

to edit

Figure 57 - Default start of a BFA diagram

To create a new BFA diagram, you have to right-click the incident node in the treeview and select
‘New Incident’. Name the diagram and select the ‘BFA’ as your analysis methodology.
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Add Incident *
General  User Data
Code
Name New BFA
Date and Time [O 71472025 10:14:00 A O-[f] wmo
Incident Type <No Value Assigned: ~
Incident Category <No Value Assigned> >
Incident Tier <Mo Value Assigned> i
Organizational Unit <No Value Assigned> v o
Latitude/Longitude @ | |
Plot Plan <Mo Value Assigned> v &g
Plot plan location 9 | 0 | 0
What Happened
E— Description A
DefagnFunenng P B 4 {edit in popup)
(= > CaseFile
@ Incident Lookup Tables
@® DocumentLink Groups -
[ 1
(Incidonis S
©  Undo (Delete Incident) Ctrl+z
¥ Redo Ctrl+Y Add diagrams to this incident e
imeline
& View. F4
[+ New Incident .. N Ins 0 Thood Beto
Delete " Del B BFA
Change Order...
RCA
[tz Group incidents by. —
A Cuex (C] TOP-SET RCA
() Copy Ctri+C
Al Paste Ctrl+V

Figure 58 — Creating a new BFA diagram

5.3 ADD A BFA EVENT

Note: It is also possible to add BFA events by selecting events from a bowtie diagram (top event, threats, or
consequences). In section 9, Linking incidents with bowtie you can read how to do this.

To add a new BFA event move your mouse over the right or left side of an existing BFA event and
click the green button that appears. The left button will add an incoming event (a previous event
leading to this one). The right button will add an outgoing event (an event which happened after this
one). Alternatively, you can right-click on an event and select “Add - Event to the left (or right)”.

Event - Double click
to edit

7 &

Figure 59 - Add a new BFA event

+
It is also possible to add a new BFA event by clicking this button in the toolbar: o

Right-click on an existing event and choose Edit Event to give the BFA event its name and appearance
— it can be altered into an event, a threat, a consequence, a top event as well as a potential event
(something that did not happen, but could have happened).
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Edit Event X
General DocumentLinks UserData
Name |
Description:
(editin popup)
Appearance @® Event
O Threat
() Consequence
() Top event
() Potential but not reached
@ OK Cancel Apply

Figure 60 - BFA event editor

These are the different appearance options for BFA events:

Potential but not
Threat Consequence | | Top event | | reached

These appearance options are to differentiate what kind of event we are considering. The first
appearance (event) is the default BFA event appearance. The appearances threat, consequence and
top event refer to the bowtie theory. Potential but not reached is an addition to highlight possible
outcomes that did not happen in the incident.

When you click OK an event is added to the diagram:

to edit

Event - Double click I

Figure 61 - Added BFA event

We can reposition the events by dragging them around the diagram. A background grid is shown to
assist you in spacing your diagram. Shapes will automatically snap to the grid when dropping them.
This is called the assisted layout and is used by BFA diagrams by default. There is also a free grid
layout. This means that the diagram shapes can freely be distributed across the diagram space. To
change the layout grid, please see section 10.4 Layout grid.

5.3.1 Add a BFA event between two events

To add an event in between the two events, we must first create some space in case the events are
placed in close proximity of each other. To achieve this, drag the rightmost event one (or more)
slot(s) to the right.
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Event - Double
click to edit

Figure 62 - Creating space between events

When we move the mouse over the connector, we see two buttons appearing. When clicking the
blue icon, an event is automatically created in between the other events.

Event - Double click

to edit Add new Event

Figure 63 - Add an event between two events

5.3.2 Add a BFA event in parallel to another event

When one event results into multiple events, we need to add different events in parallel. Move the
mouse over the right side of the first (outmost left) event, and a green button will appear. When we
click this green button, we can add an event parallel to the initial event. The editor pops up after
double clicking the event. You can now again enter the details of this event.

Event - Double click
to edit

L D

Figure 64 - Add an event in parallel to another event

The result can look like this:

Event - Double click
to edit

Figure 65 - A parallel BFA event

A similar exercise can be performed the other way around when multiple events result in one event.
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5.4 ADD A BFA INCIDENT BARRIER

To add an incident barrier in between two events, we again must create some space. Drag the
rightmost event one (or more) slot(s) to the right, such as in Error! Reference source not found..
When we move the mouse over the connector, we again see two buttons appearing. When clicking
the grey icon, a barrier is automatically created on the connector between the two events.

Event - Double click Iﬁc

|Add new Incident Bar

to edit

Event
rier

Figure 66 - Add an incident barrier

Besides giving the barrier a title, we can enter a description, barrier type, enter how the barrier
failed, both in a short description and in a longer multiline format, as well as choose the barrier state
— also known as the failure state: failed, missing, unreliable, inadequate or effective. We can enter
the barrier challenge and response in the ‘Barrier Challenge/Barrier Response’ tab. Besides that you
can add information in a tab called ‘User Data’ where we can define our own fields, if so required.
Please see the BowTieXP software manual for more information regarding this tab. More information
regarding the ‘Document Links’ tab is available in chapter 12

Linking to documentation.

Edit Incident Barrier X
General Barrier Challenge/Barrier Response DocumentLinks  User Data
Code | ‘
Name: INew Incident Barrier} ‘
Description:
editin popup!
Barrier type: <No Value Assigned> ~
Barrier Failure Description: |
Barrier State @ Failed
O Missing
(O Unreliable
() Inadequate
O Effective
Failure Details
editin popup
@ oK Cancel Apply

Figure 67 - Incident barrier editor

The incident barrier states are drawn on the diagram as follows:

= W = -
Failed Missing Unreliable Inadequate Effective

Figure 68 - Incident barrier states
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Using these building techniques, we can quickly constitute complex diagrams such as these:

western end of

the facility - Spray
dryer area and
feed tank #2

totally destroyed

™ ! ! ! overnestat

High pressure in vessel due to
feed tank #2 extended steam
heating / Vessel

pressure burst

Fatality due to
Blast

Vessel design pressure| | Ongoing mechanical Vessel heating Manual control of
i integrity program procedure process conditions

Rupture of aqueus
ammonia vessel
and toxic release

event

Figure 69 - Example BFA diagram (1/2)

Figure 70 - Example BFA diagram (2/2)

5.5 ADD A BFA CAUSATION ASSESSMENT

Once the diagram has been fully constructed, we need to assess all its barriers using the three step
causation method.

To add a new BFA causation move your mouse over the bottom of an existing incident barrier and
click the grey button that appears.

=

Event - Double click
to edit = I

New Incident Barrier

L >

(ru]
|—)[3\\rdd new BFA Causation

Figure 71 - Add new BFA causation

The BFA causation editor will allow you to do two things:
e Add a description of the three step causation - why the barrier failed/was
missing/unreliable/inadequate.
e Link your company incident causation chart values to the description of the three-step
causation.

Note: How to import your own company’s incident causation chart is described in section 5.5.1
Incident causation chart. By default, this list will be empty for the BFA categories within the software.
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Some users like to add both the flexible description and link the incident causation chart too, while
other users choose one of these two options. The editor tab in the BFA causation editor allows you to
add a description of the primary cause, secondary cause and tertiary cause.

Add BFA Causation x

General BFAPrimary Causes BFA Secondary Causes BFA Tertiary Causes Documentlinks UserData

BFA Primary Cause Description:

{editin popup!

BFA Secondary Cause Description:

{editin popup:

BFA Tertiary Cause Description:

{editin popup

| 0K | ‘ Cancel ‘ ‘ Apply ‘

Figure 72 - Add descriptions in the BFA causation editor

Accordingly, custom incident causation charts can be found under the BFA Primary causes, BFA
Secondary causes and BFA Tertiary causes tabs in the BFA causation editor. These tabs allow you to
link the BFA chart values to the causation descriptions. Select one of these tabs and move the
applicable chart value from the left to the right window, using either the appointed arrows or by

dragging and dropping the value. Defaulted in the software, the causation charts in the tree view are
empty.

Add BFA Causation X

General BFAPrimary Causes BFA Secondary Causes BFA Tertiary Causes DocumentLlinks UserData

Available: Assigned:

fee [ ] fer ]

Co. ‘Na ‘Descnpu |

Co.. |Na.. |Descnpn... ‘ ‘

4
Tree view
Default Fitering b
E- [f»“' Case File
= ;
-} ® BFA Primary Causes
-| ® BFA Secondary Causes
(® BFA Tertiary Causes Create New.. | ‘ Expand H Collapse | Up Down
@® Tripod Immediate Causes
@® Tripod Preconditions | o | ‘ (Gamee ‘ ‘ Apply ‘
@ Trnad | Indarina Maneas

Figure 73 - Incident causation chart value linked to the BFA causation (now empty)

Note: If you want to add a second incident causation path to the same incident barrier, right-click the incident
barrier and choose Add - BFA causation.

5.5.1 Incident causation chart
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It is possible to create a customized incident causation chart with all three level cause categorizations
within the tree view of your case file. If you expand the Incident lookup tables node, you will find the
BFA causation chart nodes. As earlier mentioned, these nodes are defaulted empty in the software.
An example of customized BFA causation categories is shown below:

£l @ Incident Lookup Tables

- @ BFA Primary Causes

[+ @ HE Human emor

[+~ @ TF Technical failure
[=l- @ BFA Secondary Causes

® WC Weather conditions
[+ @ WD Workplace design
[=]- @ BFA Tertiary Causes

{1 @ DE Design

- @ PR Procedures

- @ TR Training

- @ MA Maintenance

- @ MOC Management of change
- @ C0 Communication

- @ Fl Fundamertal issues

Figure 74 — Example incident causation chart
How to adjust the lookup tables can be found in section 10.3, Adjusting lookup tables.

5.6 THE CONNECTOR

The incident connector is the line which connects the incidents’ events. To create a new connector,
right click on some empty space and select Add, Connector, and then select the events you want to
connect. Alternatively, to add a new connector, move your mouse over the right or left side of an
existing event and hold on the green button that appears. While holding, drag the line to another
event to connect both events.

Y Undo (Add Incident Barrier) Ctrl+Z
= Redo Ctrl+Y
[ Edit Incident Diagram .. F4
‘ + Add » ‘ "L Connector..
Delete Del O  Event. Sy
t Change Incident Diagram Order...
& Go To Definition
g, Cut Ctrl+X
P Copy Ctrl+C
Al Paste Ctrl+V
Show usage references Ctrl+B

to edit

Event - Double click I

Figure 75 - Add a new connector (two alternatives)

5.7 EDIT THE BFA DIAGRAM

Here is a list of all methods for editing the diagram shapes:
e To edit a shape, double click it or select it and press F2.
e To change the order of barriers, drag them left or right beyond its neighbour.
e Hold down SHIFT to also move connecting shapes.
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e |tis possible to copy (CTRL+C) and paste (CTRL+V) shapes with the clipboard.

e To copy some properties, Use paste special. This allows you to select which items to paste
over the selection.

e Toremove an item, select it and press DEL.

e To move barriers, select it, right-click it and select cut. Click the destination and select paste.

Note: The layout engine in the IncidentXP software has been optimized for BFA diagrams — diagrams with not too
many parallel paths. If you attempt to create very complex diagrams, you could run into the limitations of the
automatic layout function.

Breaking the movement of items into separate steps will alleviate this problem. With separate steps we mean more
than one drag and drop operation. Instead of trying to move an item immediately to the wanted end position, do
it in smaller steps. E.g. first move it left, and then move it up. This also helps you understand what the layout engine
is trying to do and make the system work for you, instead of against you.
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6

THE ROOT CAUSE ANALYSIS (RCA)
METHOD

6.1 A BRIEF DESCRIPTION OF RCA METHODOLOGY

Root Cause Analysis (RCA) is a simple and straightforward incident analysis technique. It starts off
with an incident and drills down into the chain of events that led to that incident until the root
causes are identified. This method is widely used throughout the world, and the idea of drilling down
to the root cause is also present in all of our other incident analysis methods.

As a downside, a traditional root cause analysis has the potential to turn into a jumble of elements.
We felt this could be improved, so we did two things in our software solution. Firstly, we added some
categorizations to see at a glance where the core problem areas accumulate. This enables you to
perform a concise analysis that is easier to communicate. Secondly, you can separate the main
diagram into smaller sub-parts. This avoids you losing overview. Expectedly these changes to RCA will
help you create better analyses.

6.1.1 7.1.1. Barriers vs RCA

The main difference between RCA and our other incident analysis methods, lies in the fact that RCA is
not barrier based. Everything in RCA is an event, including the elements that would be considered
barriers or barrier failures in Tripod or BFA. However, from software version 9.2.0 onwards you are
able to link RCA events to bowtie barriers. By doing so you can signal if an event can be seen as a
failed barrier. To find out how to do this, please see chapter 9 Linking incidents with bowtie.

6.2 CREATING AN RCA DIAGRAM

To create a new RCA diagram, you have to right-click the incident node in the tree view and select
‘New Incident’. Name the diagram and select methodology ‘RCA’.

Add Incident X
General  User Data
Code |

MName

Date and Time

Incident Type <Mo Value Assigned> h
Incident Category <No Value Assigned> a4

Incidert Tier <No Value Assigned> 4
Organizational Unit <No Value Assigned:> v
Lattude/Longtude (%]

Plot Plan <No Value Assigned> v algd
Plot plan location ] [] 0

What Happened

Description

| edtioono

©  Undo (Delete Incident) ~ Ctri+Z

Add diagrams to this incident
@ Timeine

[0 Tripod Beta
O 8FA
() TOP-SETREA

o ot
Figure 76 - Creating new RCA diagram
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The RCA diagram consists of events, which are connected through connectors. To start building a
diagram we must begin with a single event.

When selecting the method RCA for incident analysis (see section 3.2, Creating an incident & incident
analysis diagram on page 12), the software automatically creates the first event of a RCA diagram, so
you can get started on the RCA diagram immediately.

Incident Timeline - T__. incident Manager DE' Incident Diagram - ... > _
EROO R R L 2 & @ ) et

Event - Double
click to edit

Figure 77 - Default start of an RCA diagram

6.3 ADD AN RCA EVENT

Add an event by clicking the green button on the left or right-hand side of the shape. An Event will
automatically be created on the respective side.

Event - Double
click to edit

O D

Figure 78 - Adding an event using the green button

Another way of adding an event is done by right-clicking the event and subsequently selecting Add -
Add Event to the Left/Right.

+
It is also possible to add a new RCA event by clicking this button in the toolbar: -

Using the pen icon in the bottom right of an event shape you can name the RCA event and decide
about the appearance of the event. It can be shown as a 'Regular event’, a ‘Root cause’, a
‘Contributing cause’, ‘Confirmed not a cause’, ‘More info needed’, and a ‘Stop’ event.

You can also assign a category and an equivalent Incident diagram. When an equivalent incident
diagram is chosen, a link will be created from this particular event to another incident diagram. See
section 6.6, for more information.
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Edit RCA Event X

Genera | DocumentLinks User Data

Name: [New RCA Even ‘

Description:

(editin popup)]

Category: <No Value Assigned> v[+][$
Appearance ® Reguiar

(O Rootcause

(O Contributing cause

O Confirmed not a cause

O More info needed

O stop

EquivalentIncident Diagram v

G] oK Cancel Apply

Figure 79 - RCA event editor

Here are the different appearance options for the events:

| Regular | | Root cause @ C°“:;'l']’s“et'“9
Confirmed not More info A l °
a cause needed

These appearance options are to differentiate what kind of event is at hand. The first event (regular)
is the default RCA event appearance. When we click OK the event is added to the diagram:

Figure 80 - Added RCA event

We can reposition the events by dragging them around the diagram. By default, RCA diagrams use a
free layout grid. The free layout allows the user to distribute the diagram shapes freely on the
diagram space by simply moving them or using cutting and pasting movements. In this way, RCA
diagrams can easily be rearranged. To change the layout grid, please see section 10.4 Layout grid.

6.3.1 Add an RCA event in parallel to another event

To add events in parallel, move the mouse over the right side of the (first) event, and a green button
will appear. When we click this green button, we can add an event parallel to the other event.
Alternatively, you can right-click and select Add > Event to the right (or left).

Event - Double
click to edit

O D

Figure 81 - Add an event in parallel to another event
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After repositioning the elements, the result can look like this:

Event - Double
click to edit

Figure 82 - A parallel RCA event

6.4 THE CONNECTOR

The incident connector is the line which connects the incidents’ events. To create a new connector,
right click on some empty space and select Add, Connector, and then select the events you want to
connect. Alternatively, to add a new connector, move your mouse over the right or left side of an
existing event and hold on the green button that appears. While holding, drag the line to another
event to connect both events.

Y Undo (Add Incident Barrier) Ctrl+Z

= Redo Ctrl+Y

[ Edit Incident Diagram .. F4

‘+ Add » | "L Connector... N
Delete Del O  Event. ¥

.t Change Incident Diagram Order...
3 Go To Definition

% Cut Ctrl+X
[ Copy Ctrl+C
4] Paste Ctrl+V

Show usage references Ctrl+B

Event - Double
click to edit | NewRCAEvent |

Figure 83 - Add new connector (two alternatives)

6.5 EDIT THE RCA DIAGRAM

Here is a list of all methods for editing the diagram shapes:
e To edit a shape, double click it or select it and press F2.
e To change the order of barriers, drag them left or right beyond its neighbor.
e Hold down SHIFT to also move connecting shapes.
e |tis possible to copy (CTRL+C) and paste (CTRL+V) shapes with the clipboard.
e To copy some properties, Use paste special. This allows you to select which items to paste
over the selection.
e Toremove an item, select it and press DEL.
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6.6 LINK RCA EVENT TO EQUIVALENT INCIDENT DIAGRAM

When RCA diagrams become too large or when multiple incident investigators or investigation teams
investigate different parts of the incident, a decision can be made to split the RCA diagram into
different parts.

Take the following steps to connect an RCA diagram to an RCA event from a different diagram within
the same incident.

1. Double click the RCA event which should be linked to the other RCA diagram.

2. Choose the RCA diagram that should be linked to this event.

3. Click OK.
Edit RCA Event X
General DocumentLinks User Data
Name New RCA Event |
Description
editin popup
Category: ‘(NuVaIueAsswgned) v‘ El
Appearance @® Regular
(O Rootcause
() Contributing cause
() Confirmed not a cause
(O More info needed
O stop
Equivalent Incident Diagram: >
Timeline Diagram
DNV BSCAT Diagram
Tripod Beta Diagram
@ BFA Diagram

g
TOP-SET RCA Diagram

Figure 84 - Linking equivalent incident diagram

Note: it is only possible to link to RCA diagrams within the same incident investigation (node).

A blue arrow button will appear next to the event once a link has been created. You can click this
arrow to navigate to the linked RCA diagram instantly.

Event

Event

Event J I:D
b

Go to Incident Diagram "

Figure 85 - Navigate directly to equivalent incident diagram
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7

KELVIN TOP-SET ROOT CAUSE ANALYSIS

7.1 A BRIEF DESCRIPTION OF RCA METHODOLOGY

Root Cause Analysis (RCA) is a simple and straightforward incident analysis technique. It starts off
with an incident and drills down into the chain of events that led to that incident until the root
causes are identified. This method is widely used throughout the world, and the idea of drilling down
to the root cause is also present in all of our other incident analysis methods.

As a downside, a traditional root cause analysis has the potential to turn into a jumble of elements.
We felt this could be improved, so we did two things in our software solution. Firstly, we added some
categorizations to see at a glance where the core problem areas accumulate. This enables you to
perform a concise analysis that is easier to communicate. Secondly, you can separate the main
diagram into smaller sub-parts. This avoids you losing overview. Expectedly these changes to RCA will
help you create better analyses.

7.1.1 Kelvin TOP-SET RCA

The TOP-SET® incident investigation methodology is used by major blue-chip clients all around the
world. It is taught on 1-day to 3-day senior courses held throughout the world, and are the basis of
several incident investigation products for professional incident investigators (Further details are
available at www.kelvintopset.com).

TOP-SET® was developed in 1989 to provide a comprehensive incident investigation methodology
that would take users by the hand from the start of the process of investigation throughout the end.
Users are educated in planning an investigation, visiting the scene and gathering data, interviewing
witnesses, creating a storyboard of events through which incorporating as much information as
possible, analysing the information to discover the causes, creating recommendations, and to report
them.

The Kelvin TOP-SET RCA method is a more structured approach than the regular RCA method. The
TOP-SET acronym stands for Technology, Organization, People, Similar events, Environment and
Time. It emphasizes on not to quit investigating too rapidly. We have all heard the phrase, “We all
know what has happened here”, where the temptation is to make the RCA fit this early conclusion.
Kelvin TOP-SET RCA encourages you to keep digging deeper until you arrive at the Root Cause of an
incident.

NOTE: Kelvin TOP-SET makes use of reference lists to ensure better quality incident investigations. Our software
however, supports with the analysis part of incident investigation mostly. We advise you to contact Kelvin TOP-SET
directly to gain a better understanding on their full methodology.

7.1.2 Barriers vs TOP-SET RCA
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The main difference between TOP-SET RCA and our other incident analysis methods, lies in the fact
that TOP-SET RCA is not barrier based. Everything in TOP-SET RCA is an event, including the elements
that would be considered barriers or barrier failures in Tripod or BFA. However, from software
version 9.2.0 onwards you are able to link TOP-SET RCA events to bowtie barriers. By doing so you
can signal if an event can be seen as a failed barrier. To find out how to do this, please see chapter 9
Linking incidents with bowtie.

7.2 CREATING A KELVIN TOP-SET DIAGRAM

To create a new TOP-SET RCA diagram, you have to right-click the incident node in the tree view and
select ‘New Incident’. Name the diagram and select methodology ‘TOP-SET RCA'. It is possible to add
additional incident information within this screen. After completion, press OK.

Add Incident X ‘
General  User Data |
Code |
Name New TOP-SET RCA
Date and Time |© 71472025 10:48:14 AM B-[F] wm
Incident Type <No Value Assigned> ~
Incident Category <No Value Assigned> ~
Incident Tier <No Value Assigned> ~
Orgarizational Unt <No Value Assigned> v d
Latitude/Longitude Q. \
|
Flot Flan <No Value Assigned> MAENE
Plot plan location ] |u ‘D
Tree view f | ¥What Heppened |
DefaultFiltering v oms “ &) @) @ Description ~
(= > Case File -
@ Incident Lookup Tables fedi in popup)
® Document Link Groups
| 1
(e
9 Undo (Delete Incident) Ctrl+Z -
< Redo Ctrl+Y
Add diagrams to this incident:
4 View. 4 8 Timeine
+ NewIncident.. N ins ) Tripod Bet
ipod Beta
Delete W pel
Change Order. e
[&= Group incidents by. O RCA
¥ cut Ctrl+X @ TOP-SETRCA
@ Copy Ctri+C
Q] Paste Ctrl+V
oK Cancel Apply

Figure 86 - Creating new TOP-SET RCA diagram

The Kelvin TOP-SET RCA diagram consists of events, which are connected through connectors. To
begin a diagram we start off from a single event.

When selecting the TOP-SET RCA method for incident analysis (chapter 3.2 Creating an incident &
incident analysis diagram), the software automatically creates the first event of a TOP-SET RCA
diagram, enabling you to start the TOP-SET RCA diagram immediately.
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@B 5] @At 8

Event - Double
dlick to edit

(——
TOP SET'
AN

Figure 87 - Default start of a TOP-SET RCA diagram

Aside from automatically creating an event, it also shows the structure on which you can map your
analysis.

7.3 ADD AN TOP-SET RCA EVENT

Add an event by clicking the green button on the left, right, bottom or top side of the shape. An
Event will automatically be created on the respective side.

Event - Double
click to edit

L 2
T

Figure 88 - Adding an event using the green button

Another way of adding an event is done by right-clicking the event and subsequently selecting Add -
Add Event to the Left/Right.

+
It is also possible to add a new RCA event by clicking this button in the toolbar: ]

Using the penicon in the bottom right of an event shape you can name the RCA event and decide
about the appearance of the event. It can be shown as a 'Regular event’, a ‘Root cause’, a
‘Contributing cause’, ‘Confirmed not a cause’, ‘More info needed’, and a ‘Stop’ event.

You can also assign a category and an equivalent Incident diagram. When an equivalent incident
diagram is chosen, a link will be created from this particular event to another incident diagram. See
section 6.67, for more information.
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Add RCA Event X

General  Document Links  User Data

Mame:
Description
‘edit in popup)
Category: <No Value Assigneds LaIC i A
Appearance (®) Regular
(O Root cause

() Contributing cause
(O Confirmed not a cause
(O More info needed

(O Stop

Equivalent Incident Diagram: ™

QK Cancel Apply

Figure 89 - TOP-SET RCA event editor

Here are the different appearance options for the events:

More info A e

These appearance options are to differentiate the type of event. The first event (regular) is the
default RCA event appearance. When we click OK the event is added to the diagram:

Confirmed not

a cause

Figure 90 - Added TOP-SET RCA event

We can reposition the events by dragging them around the diagram. By default, RCA diagrams use a
free layout grid. The free layout allows the user control over the layout of the diagram. This means
that the diagram shapes can be freely distributed on the diagram space by simply moving them or
with cutting and pasting movements. In this way, RCA diagrams can easily be rearranged. To change
the layout grid, please see chapter 10.4 Layout grid.
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7.4 ADD AN TOP-SET RCA EVENT IN PARALLEL TO
ANOTHER EVENT
To add events in parallel, move the mouse over the right-and side of the (first) event, and a green

button will appear. When we click this green button, we can add an event parallel to the other event.
Alternatively, you can right-click and select Add > Event to the right (or left).

and/or

R R T

Event - Double

click to ed':? ™~

Figure 91 - Add an event in parallel to another event

After dragging, the result can look like this:

Event - Double I and /or
click to edit "

Figure 92 - A parallel TOP-SET RCA event

7.5 THE CONNECTOR

The incident connector is the line which connects the incidents’ events. To create a new connector,
right click on some empty space and select Add, Connector, and then select the events you want to
connect. Alternatively, to add a new connector, move your mouse over the right or left side of an
existing event and hold on the green button that appears. While holding, drag the line to another
event to connect both events.

Y Undo (Add Incident Barrier) Ctrl+Z

Redo Ctrl+Y

[ Edit Incident Diagram .. F4

‘+ Add * L Connector..
Delete Del O Event. .

1 Change Incident Diagram Order...
& Go To Definition

JQ Cut Ctrl+X
P Copy Ctrl+C
gl Paste Ctrl+V

Show usage references Ctrl+B

Event - Double
click to edit | | New RCA Event |

Figure 93 - Add new connector (two alternatives)
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7.6 EDIT THE TOP-SET RCA DIAGRAM

Here is a list of all the ways to edit the diagram shapes:
e To edit a shape, double click it or select it and press F2.
e To change the order of barriers, drag them left or right beyond its neighbor.
e Hold down SHIFT to also move connecting shapes.
e |tis possible to copy (CTRL+C) and paste (CTRL+V) shapes with the clipboard.

e To copy some properties, Use paste special. This allows you to select which items to paste
over the selection.

e Toremove an item, select it and press DEL.

7.7 LINK TOP-SET RCA EVENT TO EQUIVALENT INCIDENT
DIAGRAM

When RCA diagrams become too large or when multiple incident investigators or investigation teams
investigate different parts of the incident, a decision can be made to split the RCA diagram into
different parts.

Take the following steps to connect an RCA diagram to an RCA event from a different diagram within
the same incident.

1. Double click the RCA event which should be linked to the other RCA diagram.

2. Choose the RCA diagram that should be linked to this event.

3. Click OK.

Edit RCA Event X
General DocumentLinks UserData
Name: New RCA Event |
Description
(editin popup)
Category: |<No Value Assigned> v El
Appearance @ Regular

(O Rootcause

O Contributing cause
(O Confirmed not a cause
(O More info needed

O stop

Equivalent Incident Diagram =

Timeline Diagram

Tripod Beta Diagram
) BFA Diagram

RCA Diagra m
TOP-SET RCA Diagram

Figure 94 - Linking equivalent incident diagram

Note: it is only possible to link to RCA diagrams within the same incident analysis (node).

A blue arrow button will appear next to the event once a link has been created. You can click this
arrow to navigate to the linked RCA diagram instantly.
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Event - Double

click to edit

and / o

New RCA

Event

New RCA .
Event 2 Q?':é:k)

| Go to Incident Diagram 'TOP-SET RCA Diagram 2' l

Figure 95 - Navigate to equivalent incident diagram

why?

A fire started Minor smoke Loss of Damage to
ata inhalation production equipment
conveyorbelt injuries
but was
contained L why?
wihy? wihy?
Y
Electric spark
ignites oily
debris
why? ,L wihy?
.. Accumulated
Eroded wiring oily debris
why? l why? why?

Use of No overhaul of 0il based
outdated wiring lubricant was
machinery used

wihy?)
why? why?

i

No new Was not part
equipment of
available maintenance
protocol
A why?
No new @ Incomplete
investments maintenance

to cut costs

protocol

c

Crew was
unaware of
dangers of oil
based
lubricant

1

Cleaning was
only done
incidentally

Only oil based
lubricant
available

why?

whv?J

0il based
lubricant was
not seen as a
threat

ity l wiky?

Incomplete
training

o

Incomplete/in
adequate risk
assessment

No cleaning
procedure
defined

u@

Figure 96 - An example of a finished TOP-SET RCA diagram
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8

ACTIONS / RECOMMENDATIONS

Actions can be used in two ways, as TODO items during the incident investigation, or as
recommendations (an improvement plan) as a result of the incident analysis. Actions are visualized
on the analysis diagram as post-it shapes. The action code is also displayed in the sticky note shaped
action.

8.1 ACTIONS AS ATODO ITEMS

The creation of incident diagrams has often already started during the initial information gathering
phase of the incident investigation. Creating incident analysis diagrams gives the incident investigator
insight into where information is lacking. Creating an action lets you track all the elements in your
incident diagram that need further investigation. An example could look like this:

=
-

Use of PPE

PPE not available

T
— |

Figure 97 - Example of a TODO action during incident investigation

8.2 ACTIONS AS RECOMMENDATIONS

After completing the incident analysis diagram, there is a better understanding of how and why the
incident took place. Actions thereafter can also be used as recommendations to improve an
organizations risk control framework and/or (safety) management system. Recommendations could
refer to adding new barriers, improving existing barriers or changing the management system by
focusing on an incidents root cause and fixing systemic failures. Action shapes can be used to
highlight those areas.

Some examples of actions as improvements are: correcting an error in a procedure, adding a new
railing or changing the accountable party for a barrier. The improvements do not need to be
recurring, but are implemented on a singular basis to improve the overall level of safety.

Actions to create a new barrier are usually displayed on the associated event within the diagram,
while (short-term) improvements on existing barriers are usually placed on the barrier itself.
Improvements that cover deeper lying systemic causes (long-term) can be added to the causation
path. An example could look like this:

© WOLTERS KLUWER | Enabl
Netherlands B.v. 2025 Sl INCIDENTXP SOFTWARE PAGE 58

CONFIDENTIAL AND PROPRIETARY MANUAL




Unexpected ne

driving : Intoxicated driving

Breath alcohol ignition
interlock device

Interlock dev1 REC 2
not present if |
1

The interlock device
installation was
postponed

T

Vehicle maintenance
system was
compromized due to
budgetary goals

Figure 98 - Example of recommendations on an incident diagram

8.3 ADDING AN ACTION

To add an action, first select the element you want to add the action to. Adding an action can be
done in two different ways:

1. Clicking the action icon in the toolbar

Incident Timeline - T_.. incident Manager

P:‘:' Incident Diagram - B... X

]
- 8) & i - O]

RO E AR L .k

T
4

Unexpected need for . ..
driving : Intoxicated driving

Breath alcohol ignition
interlock device

Interlock device was
not present in vehicle

The interlock device
installation was
postponed

Vehicle maintenance
system was
compromized due to
budgetary goals

L

Figure 99 - Action button in the toolbar

2. Right-clicking the element > Add = Action...

Note: the action icon in the toolbar will only be activated once an element is selected, since actions need to be
linked to a specific element of your diagram and can’t “float” in the diagram space.
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=

Unexpected need for :

driving Intoxicated driving

Breath alcohol ignition
interlock device

' N
Interlock device was |
not present in vehicl u, |jndq (Add Action) Ctrl+Z
The interlock device| Redo kAT
installation was | =7 ik Edit BFA Causation... F2
postponed
[ Edit BFA Causation .. F4
Vehicle maintenance| + Add v [[¥3  Action |I
system was — = I
compromized due to| X  Delete BFA Causation Del s
budgetary goals Change Order

A4 Fonts »
3 Go To Definition

% Cut Ctrl+X
M Copy Ctrl+C
gl Paste Ctrl+V

Figure 100 - Add action by right-clicking an element

The action editor will open and will allow you to add the following data:

Code: the action code is displayed on the diagram.

Name: shortly describes what the action is about.

Description: a detailed description of the action.

Category: a taxonomy for categorizing actions (NOTE: non-customizable).

External Reference: possibility to fill in a reference to an external action tracking system.
Action party: the job title responsible for completing this action (customizable in Incident

Lookup Tables, as well as on the spot using the A icon).
e Organization unit: specific department or site of an organization (customizable in Incident
Lookup Tables, defaulted as an empty node).
Priority: gives a priority level to an action (customizable in Incident Lookup Tables).
Target: sets a date before which the action has to be completed.
Sign off comment: an optional field to provide comments when signing off an action.
Sign off authorized by: the job title that authorized the completion (customizable in Incident

Lookup Tables, as well as on the spot using the A icon).
o Sign off date: the date on which the action is signed off.
e Completed: this box can be toggled once the action has been completed.
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Add Action

General UserData

Code
Name:

Description:

editin popup.

Category:
External Reference
Action party:
Organizational Unit
Priority:

Target

Sign off comment

edit in popup!

Sign off authorized by:

Sign off date:

of |
] |
| <Mio Value Assigned> v
[ |
[<No Value Assigned> ~| Iz‘
|<No Value Assigned> ~
|<No Value Assigned> \/l
[ 3nst2020 [ENd|
‘<No Value Assigned> vl lz‘
[0 3512020 B
[] Completed

oK Cancel Apply

Figure 101 - Add action window

8.4 VISUALIZING ACTIONS

Actions are visualized on the diagram as post-it shapes. The code is displayed within the shape. Go to

. . . . ‘ . ;- ON . e
Diagram - Display options or click the ‘large eye icon’ in the toolbar ( - ) to adapt the visualization

of actions.

Diagram Display Options

Show | Colors | Fonts Sizing & Layoul

Action Shapes
(@ None

O Overdue

() Uncompleted

(@F

Figure 102a - Action shape display settings

For Action Shapes, select either ‘None’ to hide all actions, choose ‘Overdue’ to show all uncompleted
actions with an overdue target date, tick ‘Uncompleted’ to show only uncompleted actions or select
‘All’ to see every action shape.

In the Colors tab you can choose to color your actions by Priority, Category, Overdue or Completed

status.
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8.5 ACTION REPORTS

There are specific reports available for actions. Go to Tools = Reports or click the report button in

the main toolbar (Nrj ). Then expand the Actions section to see the following action reports:

e Actions in XL: a flat list of Actions, opens in Excel
e All Actions: a list of all actions in alphabetical order based on code, opens in Word
e Actions by Action party: a report with all actions sorted by Action party, opens in Word
e Actions by Priority and Action party: a report with all actions sorted by Priority, opens in
Word
e Actions of a specific Action party: a report with all actions for a specific job title, opens in
Word
IncidentXP Reports X
All Favorites

| S

=-Reports

-Actions

E3= Actions in XL
i g All actions
----mAcuons by action party
‘-----mAcuons by priority and action party
---QACTJDHS of a specific action party

+-Incident Diagrams
+-Incident Diagrams RCA
t-Incident Diagrams Tripod
H-Lists

t-Other

[ER I R B i)

Selecta report from the list and press "Run". Run

Figure 126 — Action report overview

Note: If you are using BowTieXP in combination with IncidentXP, actions found in these reports can be a
combination of bowtie actions and incident related actions (i.e. recommendations).

LINKING INCIDENTS WITH BOWTIE

Note #1: To create templates containing bowtie information, or to link incident information to bowties, you will
need an IncidentXP + BowTieXP license.
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Note #2: For a brief summary about the bowtie risk assessment methodology, see section 14,
A brief description of a subset of bowtie methodology. Please refer to our BowTieXP manuals for an extensive
explanation of the bowtie methodology and the BowTieXP software.

The IncidentXP software allows you to have a full integration of incident and risk analysis, by using
and linking existing risk assessment information (bowties) to your incidents.

If relevant bowtie diagrams are available to use in your incident investigation, you can take entire
scenario lines from the bowtie and pin them directly into your incident analysis diagram. This results
in a better fit between incident and risk assessment analysis, which in turn allows you to improve the
(initial) risk assessment.

This allows organizations to analyze incidents in a barrier-based framework with minimal bowtie
training. Creating a barrier-based incident diagram requires training. However with this templated
software approach, all incident scenarios which already exist on bowties can be quickly plotted and
analyzed using any licensed incident analysis method.

After completing the incident analysis, the incident data and recommendations can be linked back to
the bowtie risk assessment and visualized on existing barriers. Plotting all your incidents data onto a
single BowTieXP case file allows you to aggregate barrier failure information and allows users to
perform incident trend analysis and visualize weak spots within your management system.

In short, the linking process allows you to gauge barrier effectiveness and availability on your bowtie
model(s), based on real-world information from incident analyses.

BowTie Risk Assessment

Outputs lessons
learned to

Provides input to

Incident analysis

Threat ' I ' Wezard / Top I Consequence

Figure 104 - Bowtie risk assessment & incident analysis

9.1 CREATING A BOWTIE TEMPLATED INCIDENT ANALYSIS
DIAGRAM

In order to start the incident analysis using specific bowtie diagrams as template you have to:
1. Make sure there are bowtie diagrams available in your current case file (.btf).
2. Create anincident in the tree view. See section 3.2, Creating an incident & incident analysis
diagram.
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If your bowtie case file contains bowtie information, the ‘Add Event from bowtie’ button will be

enabled:
M- | o

Ly
‘Add Event from bowtie... i

Tl

Figure 105 - Add event from bowtie button

By selecting the ‘Add Event from bowtie’ button, you will be presented with a drop-down menu
allowing you to choose a bowtie element (top event, threat or consequence) to start from:

Diagram - RS-HO1 . Incident Timeline incident Manager ¥4 Incident Diagram - B X

L R EE B @R L L0 - b e ) et ]

®  Losing control over the vehicle (Road Safety (Global) / RS-H.01 Driving a vehicle) ® Losing control over the vehicle (Road Safety (Global) / RS-H01 Dri..  » |r

Intoxicated driving

Driver loss of attention (due to phone, controlling radio, fatigue, eating etc.)

I |

Blowout (tire) I
L

Unexpected manoeuvre from nearby vehicle
Slippery road conditions

Uneven road surface

Poor visibility (external)

Crash into other vehicle or motionless object
Driver impacts internal of vehicle

Hitting a pedestrian/ cyclist

Crash into deep water resulting in entrapment

Vehicle roll-over

Figure 106 - Add event from existing bowtie

Note: The link between the incident analysis and the bowtie diagram is automatically created when the incident
analysis diagram is created by using existing bowties.

In this example we choose a road safety bowtie and have selected the threat ‘Blowout (tire)’. This
event then will be added to the diagram. When usually hovering over the green button to add
another event, we get another small orange button allowing to choose the next logical step in the
(bowtie) event flow:

Blowout (tire)
|'f|-l}iI Top event Losing control over the vehicle I

& &

Figure 107 - Add new (existing bowtie) event

Once selected, not only is the top event ‘Losing control over the vehicle’ brought into the diagram,
but also its associated barriers. In the same way you can continue adding every bowtie item needed.
It is also possible to add items manually.
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-] =] = =] = =) 2 Driving a
Blowout (tire) = o = = = ] o] vehicle / Losing

control over the
; Weekly vehicle Keep appropriate || No driving when Go to safe parking vehicle
Pre d::\;i;;t;:ck of workshop checks aquipment in tyre profile <1,6 Defensive driving Tvrea?;ﬁure place when tyre
(Esc.: Lack of stock (Esc.: Lack mm pressure is

appropriate of appropriate critically low
i ) i )

Figure 108 - Added new (existing bowtie) event, including all barriers

In using the Tripod Beta methodology, you are forced to alter some events manually (see section 4.2,
Creating a Tripod Beta diagram ). Tripod Beta uses trio’s instead of straight event lines, therefore you
will need to rework your events methodically. Each (threat) event must be split up into two
elements: an agent and an object. Because of this you will probably need to replace some of the
barriers, according to the correct event lines. You can do this by ‘Cut’ (selecting a barrier and press
Ctrl + X) and ‘Paste’ (selecting the alternate connector and press Ctrl + V).

In all methods, after creating the diagram, every barrier needs to be assessed and assigned a barrier
state (failed, missing, unreliable, inadequate or effective), and provided with a causation assessment.
For each method specifically, see:

e Tripod Beta, see section 4.5, Add a Tripod Beta causation assessment.
e BFA, see section 5.5, Add a BFA causation assessment.

9.1.1 Difference in detail level between risk
assessment and incident analysis

There exists a mismatch in the perspective/ abstraction level of the defined barriers between the risk
analysis (bowtie diagrams) and the incident analysis. Barriers in incident analyses tend to be
described more specific than those in risk analysis — those tend to be defined more abstract, high-
level. For example: ‘high level alarm’ in a risk assessment can become (more specific) ‘High level
alarm A2.1 on Tank X’ in your incident analysis. Incident analysis allows you to be more specific
because -once an incident occurred- specific information from that situation is available, whereas in
risk assessment all scenarios need to be covered.

Note: The name of the elements in your incident analysis diagram can be adjusted without losing the connection
with the linked bowtie diagram, nor altering its content.

9.2 LINKING INCIDENT ANALYSIS ELEMENTS TO BOWTIE
DIAGRAMS

The link between the incident diagram and a particular bowtie can also be created after finishing a
regular incident diagram. To link an incident barrier (or an event if you are using the TOP-SET/RCA
method) to a bowtie barrier, double click an incident barrier and go to the ‘Barriers’ tab in the editor.
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Edit Incident Barrier X

General Barrier Challenge/Barrier Response Barriers DocumentLinks User Data

Available: Assigned:

= | ] fe [ ]
Path Co ‘ Name
=}~ 5F Road Safety (Global) ~ ﬁ No driving when tyre profile <16

[=+- @ RS-H.01 Driving a vehicle / Losing control overthe ve
[ @ Intoxicated driving
|—L‘|Pencd\c medical examination and disciplinary
- Breath alcohol ignition interlack device
|—_L|Agree on a designated driver
|—L‘| Lane departure warmning system
= [ Driver loss of attention (due to phone, controlling r
: |—_L|Lane departure waming system
=) Blowout (tire) »
|—L‘| Pre drive check of vehicle
= |'_"|No driving when tyre profile <1.6 mm
[~ [ Lack of appropriate equipment
- -ﬁWeekly vehicle workshop checks
¢| Keep appropriate equipment in stock
|-_L|Defenswe driving
|—L‘| Tyre pressure alarm

|—_L|Go to safe parking place when tyre pressure is
N [ Rt S e N s

< 2> < 2>

| Expand ” Collapse ‘ Up Down
@ oK Cancel Apply

Figure 109 - Linking an incident barrier to bowtie barrier

Select the corresponding bowtie barrier(s) within the ‘Available’ window and move it to the
‘Assigned’ window by either dragging and dropping or using the arrows in between. The filter can be
used to search for a specific barrier.

The process of linking an incident event to a bowtie event (threat, top event or consequence) works
almost the same. Again, double click the incident event and this time search for a corresponding
bowtie event in the tabs Hazards, Threats, Consequences and Escalation factors.

Edit Event =

G+era| Hazards Threats Consequences EscalationFaImrs DocumentLinks UserData

Available: Assigned:

G Frer [ ]

Path Name | Category Acceptance criteria
=+ Road Safety (Global) ~ W Blowout (tire) Mo

=N @® RS-H.01 Driving a vehicle f Losing control over the ve
i~ [l Intoxicated driving

i--- [l Driver loss of attention (due to phone, controlling r »
[ Blowout (tire)
W Unexpected manoeuvre from nearby vehicle 4

e [ Slippery road conditions

fo.. [M 1 Inavan rnad enfara
< > < >

Expand || Collapse Up Down

@ OK Cancel Apply

Figure 110 - Linking an incident event to a bowtie event

Select the corresponding bowtie element(s) within the ‘Available’ window and move it to the
‘Assigned’ window by either dragging and dropping or using the arrows in between. The filter can be
used here as well.
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9.3 VISUALIZING INCIDENT ANALYSIS DATA ON THE
BOWTIE DIAGRAM

The barriers failure statistics and failure details can be shown on the bowtie diagram once the links
between the bowtie barriers and the incident barriers have been made. Failure details include the

barrier failure state and the causation paths. To enable this view, you select the incident filter from
the filters drop-down on the bowtie diagram toolbar:

- Default < M@ D |E|:] [Eﬂ ? Filters -

[] Advanced Filter

=
j=]
j=]
m

[k

[] selective Visibility Filter
@ Incident Filter

(] Audit filter

[] Performance Filter

Figure 111 - Enabling the Incident Filter

Here is a cut out of a bowtie diagram showing the incident barrier states:

|l

l R5-H.01 Driving
a vehicle

SN\

= = = = Losing
Intoxicated control over
driving = -] = = = = the vehicle
. R =] (-] [=]
$erlo!:|l;;nedlc:ll R Br_:_aih _al;:ol‘llol k Agree on a Lane departure
examination an ignition interloc designated driver warning system
disciplinary action device
Failed: 1 Failed: 1 Failed: 1 Failed: 2
Missing: O Missing: 1 Missing: 1 Missing: O
Inadequate: 0 Inadequate: 0 Inadequate: 0 Inadequate: 0
Unreliable: 1 Unreliable: 0 Unreliable: 0 Unreliable: 0
Effective: 0 Effective: 0 Effective: 0 Effective: 1

igure 112 - Bowtie diagram showing incident barrier states

9.3.1 Incident Filter toolbar

Once the incident filter is selected, the incident filter toolbar will be displayed. The filter toolbar
allows you to fine-tune what information will be shown. You can choose to show data from one
incident, all incidents or from a specific set of incidents:

Incident filter: Incidents - | General - BSCAT/BFA - Tripod - Mo date filter - Organizational Units ~

Figure 113 - Incident filter toolbar

Incidents

You can choose which incident(s) you would like to display within the ‘Incidents’ selection screen.
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vn;éLf@)\Q@@@L&i-.-é.ﬁEvDeﬁult - b 1G] [T Fiters - 4 | 2NIN
e Incident filter: | Incidents ~| General - BSCAT/BFA ~ Tripod ~ | No date filter - | Organizational Units M

Select / Deselect alf B o

Road Safety: crash into water (BSCAT)

Road Safety: vehicle collides with police car (BS.
Road Safety: vehicle crashed into tree (Tripod)
Road Safety: vehicle roll-over (Tripod)

Road Safety: vehicle almost crashed into water (...
‘Warker falls in water (BFA + Timeline)

Buncefield (RCA+Timeline)

Fire in generator room

Conveyor belt fire

Figure 114 - Incident filter (incident selection)

General

You can change various general visibility settings, underneath the option ‘General’:

¢ Show Incident count: show the number of incidents the barrier was linked to.

e Show Failure Percentages: show the percentual barrier failure from the incidents it was
linked to.

e Show linked item count: show the number of incident shapes the bowtie element was linked
to. As incident diagrams tend to be more specific (where bowties are more general/abstract),
it can happen that a single bowtie barrier will be linked to multiple incident barriers within
one incident.

e Show item state count: show the number of counts of the defined status within your
incident diagrams (e.g. failed, inadequate, unreliable, missing, or effective). See figure 135
for an example.

¢ Include draft Incident Diagrams: this can be used to in- or exclude draft incident diagram
data onto the bowtie diagrams. The incident diagram status can be altered (between
‘Working Draft’ and ‘Completed’) by double clicking an incident diagram in the tree view, or
within the Incident Manager.

Incident filter: Incidents ~ || General ~| BSCAT/BFA - Tripod - Mo date filter ~ . Organizational Units "
Incident Filteris ON | [ Show Incident count

[ ] Show Failure Percentages
[ ] Show linked item count

[ ] Show ltem state count

[ ] Include draft Incident Diagrams

Figure 115 - Incident filter (general settings)

BFA

You can change various BFA diagram related visibility settings, underneath the option ‘BFA’:

e Show links: whether or not to show the BFA chart values.
o Show top level links only: visualize the actual item, or only the main category.
o Show codes only: visualize the full description, or just the items’ code.
e Show free text: whether or not to show the free text description of the causation path. For
BFA, it will also show the name and count of the causation taxonomy.
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Incident filter: Incidents -~ | General ~| BSCAT/BFA -| Tripod - Mo date filter ~ QOrganizational Units -

Incident Filter is ON [[] Show links
Show top level links only

Show codes anly
Show free text

Figure 116 - Incident filter (BFA settings)

Tripod
You can change various Tripod diagram related visibility settings, underneath the option ‘Tripod’:

e Show Tripod causations: whether or not to show Tripod Causation paths.
o Only show BRF summary: visualize the entire causation path or only the BRF codes.

Incident filter: Incidents - | General - BSCAT/BFA -| Tripod -| Mo date filter - Organizational Units ~

Incident Filter is ON [] Show Tripod Causations
Only show BRF summary

Figure 117 - Incident filter (Tripod settings)

Date & Organizational Unit

In larger organizations, it can be helpful to compare the incident statistics of different sites and
dates. This allows a company to benchmark within their own organization to decide where additional
efforts are required. To make these comparisons easier, a ‘Date’ and ‘Organizational Unit’ filter are
implemented.

For the date filter within the incident filter, it is possible to use the predefined date options, or to
define a custom date range.

Incident filter: Incidents -~ General ~ BSCAT/BFA - Tripod - | No date filter ~| Organizational Units ~

Incident Filter is ON @ No date filter |

(O March 2020

(O February 2020

(O January 2020

O Q12020

O a4 2019

(O a3 2019

O az 2019

(O 2020

O 2019

(O Custom date range

ATt

End: 35720200 ~

Figure 118 - Incident filter (date settings)

© WOLTERS KLUWER | Enablon |NC|DENTXP SOFTWARE

Netherlands B.V. 2025 PAGE 69
CONFIDENTIAL AND PROPRIETARY MANUAL




To filter on Organizational Units, (un)check all relevant boxes. Dark green fields indicate that there
are items present linked to this specific organizational unit. Light green means there is an indirect
link, and white/ no color means there are no incident items linked to this organizational unit.

(7] Select / Deselect all

[[] <No Value Assigned> a
Europe
= Norway
Oslo
Stavanger
+ Great Britain
= The Netherlands
Amsterdam
Rotterdam
North America
South America
Asia
Australia v

Figure 119 - Incident filter (Organizational Unit settings)

i
i

+ +

+

+

This makes it easier to discover which organizational units contain relevant incident information.

9.3.2 Filter strength

You can choose to show all bowtie elements or limit the bowtie to only the paths involved in the
incident(s). This can be arranged through the filter strength:

Y Filters E| L E|

Figure 120 - Filter strength

The filter strength has six strength levels:
1. Show everything
Show everything + grey out non selected items
Hide unrelated paths
Hide unrelated paths + grey out non selected items
Show only directly and indirectly selected
Show only directly selected + grey out indirectly selected

10

CONFIGURING THE DIAGRAM

ouhkwnN

IncidentXP has diagrams which are configurable in many ways — there are multiple options to tailor
the display to your specific needs. You can apply various colors and show all kinds of extra
information. This chapter will explain all the various settings.
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10.1 CHANGING DISPLAY SETTINGS FOR A SINGLE TYPE OF
ITEM

In the diagram, if you hover your mouse over an item, an eye-shaped icon will appear:

Q
=

New Incident
Barrier

&

FS‘ET Incident Barrier display i

Figure 121 - Eye shaped icon - display settings

By clicking the eye-shaped icon, a dialog box will appear which allows you to customize the display of
the item. It lists all the items can be shown on the diagram as additional information box below the
element. Choose from this list by selecting the radio button on the S or L column. S stands for Short
format and L stands for Long format.

Set Incident Barrier display X
Property [s v |or |coer |
Default
Barrier Challenge O 0O ®
BarrierFailure Descripion (O (O @

Barrier Response O 0O ®

Barrier State O 0O @® O
Barriertype O O @ D

Code O 0O ®

Description O 0O ®@®

Document Links O 0 ®

Failure Details O 0O ®@®

Name O 0O ®@®

Figure 122 - Set incident barrier display dialog (1/2)

You can also select which property is to be used to color the shape itself — this is done by selecting a
check box in the color column:
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Set Incident Barrier display X

Property | s | L ‘ Off ‘ Color ‘
Default

Barrier Challenge

Barrier Failure Description

Barrier Response
Barrier State
Barrier type
Code

Description
Document Links
Failure Details

eee®
O™

Name

0000000000
00®0O000C000

Figure 123 - Set incident barrier display dialog (2/2)

As an example, the above settings result into the visualization shown below:

=
-

New Incident
Barrier

Document 1

Figure 124 - Incident barrier colored by barrier state and displaying document links

You can adjust the display for all elements on the diagram. If you need to adjust overall display
configurations, you can also use the overall diagram display options dialog, discussed in the next
section.

10.2 CHANGING DISPLAY SETTINGS FOR THE WHOLE
DIAGRAM
Changing settings for the entire diagram is done by clicking the ‘large eye-icon’ in the toolbar (-@ ).

This shows you the current display settings. The dialog consists of several tabs which allow you the
change the appearance of the diagram(s) shapes.
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| Diagram Display Options X

I Show ‘ Colors | Fonts Sizing & Layout
Action Shapes Causation Descriptions Extra Information on diagram shapes
| © None O Cateqories only Property |5 | L |0ﬁ' | |
| (O Overdue O Cat. bove Text #--BFA Causation
| () Uncompleted O Cat. Below Text '"E\rent
O Al O Text only - Incident Barier

#-RCA Evert

---Tlmeline Actor
---Timeline Calumn
---Tlmeline Evert

[+ Tripod Immediate Cause
---Tripod Precondition
---Tripod Underying Cause

Apply display options from profile:
Default v F Reset to defaults Close

Figure 125 - Diagram display options — ‘Show’

10.2.1 Display settings - the ‘Show’ tab

The first tab ‘Show’ is about what additional information to display on diagrams and whether and
how to display actions and causation descriptions. On the left-hand side you can choose whether to
show actions, and if so, which ones. You can also select here whether and how to display the
causation descriptions.

Action Shapes Causation Descriptions
(@ MNone () Categories only
() Overdue @ Cat Above Text
() Uncompleted () Cat Below Text
O A () Textonly

Figure 126 - Diagram display options - actions and causation descriptions

On the right-hand side, you can choose per element which information to display and again whether
to use a Short or a Long format to do so.

Property |s Ju Jor| |
[=I-BFA Causation
- “Document Links O 0O @

- Document Links O 0O @

...... Name 0O 0 ®

cident Barmier
[+-RCA Evert

Figure 127 - Diagram display options - right hand side of ‘Show’ tab

10.2.2 Display settings - the ‘Colors’ tab
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The next tab within the overall display option is on if and how to color the shapes.

Diagram Display Options X

Colors

Action Colors Colors
@ Default Incident Barrier
() Priority [+-RCAEvent
O Category Timeline Event
() Overdue [+-Tripod Underlying Cause
(O) Complsted

Show Fonts | Sizing & Layout

Extra Info Colors
O off
(@ Solid colors
() Gradients

Extra Info Color Location
(@) Fill entire box
(7) Show as flag next to text

Apply display options from profile:

Figure 128 - Diagram display options — ‘Colors’

On the left-hand side of this tab we can configure the action shapes’ color, and if we want colors to
appear in the additional information boxes. If some colors lead to bad readability of the information,
we can also choose to display its color only in the left corner of the information box (option ‘Show as
flag next to text’).

In the right hand side of this tab we can select which property to use to color the element itself.

10.2.3 Fonts to use — the ‘Fonts’ tab

The next tab allows us to set default fonts. Click one of the main buttons to bring up a font dialog. An
example of the current font will be shown in the box. The General Font is shown in the main incident
diagram shapes (events and barriers). The Extra Info Font is shown for additional information.
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Diagram Display Options X
Show ‘ Colors || Fonts | Sizing & Layout
Default Fonts
General Font
Extra Info Font
Resetfont settings
Apply display options from profile

Figure 129 - Diagram display options — ‘Fonts’

10.2.4 Fonts to use — the ‘Sizing & Layout’ tab

The last tab allows us to make decisions about sizing and layout of boxes and connectors.

Diagram Display Options X
Show ‘ Colors | Fonts Sizing & Layout
Sizing Line Thickness
(@ Dynamic Diagram line thickness
O Fixed
O Fixed. no extra info
Diagram Element Dimensions
Incident Diagrams.
Incident Diagram Shape Width (Default: 150)  Timeline Shape Width (Default: 150)
Add Drop Shadow to Diagrams: D Reset all dimensions to default values
Apply display options from profile

Figure 130 - Diagram display options — “Sizing & Layout”

10.3 ADJUSTING LOOKUP TABLES

While creating incident diagrams (and the timeline), you will find a lot of drop-down pick lists. These
lists almost always refer to the Lookup Table lists in the tree view. These lookup tables are

configurable to your companies’ standards.

Right-click a lookup table node to add, edit or delete a value in the list or change the value order.
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Tree view
Default Fittering

= [ Case File
[ @ Incident Lookup Tables
""" @® BFA Primary Causes
""" ® BFA Secondary Causes
""" ® BFA Tertiary Causes
----- @ Tripod Immediate Causes
""" ® Tripod Preconditions
""" @® Tripod Underying Causes

[+ @ RCA Event Categories
[#-- @ Timeline Categories
[+ @ Timeline Corfidence Levels
[+ @ Priorities
= _@ Job Titles
- delCopd (Delete Incident) ez b
e HSE
2 Operd Redo Ctrl+Y
2 Engin )
¥ EditJob Title ... F4
& M|
o op Third |+ New Job Title ... Ins
# S Suppl 5 Detete Job Title Del
[+ @ Organizal
- @ Organizal I Change Job Title Order...
¥ © Bamer Ty 9 cyt Chrl+X
[+-- @ BRF Cod
B @ incidert | 0 COPY ik
[+ @ Incident Eﬂ Paste Crl+V
- @ Incident Ej Overview Report...
E 2 E‘:;er::: 4 El  Show usage references Ctrl+B

Figure 131 - Adjusting the lookup tables

10.3.1 Adjusting lookup table colors

The colors used in the diagram are also adjustable. They can be set using the same editor in the tree
view. Find the appropriate value to edit in the tree view, open the editor and subsequently select
‘Choose’ to select a color and pattern for the respective value.

Edit Timeline Category X

General UserData

Code: |EV |
Name |Event |
Description, |

editin popup)

e : -

@ CK Cancel Apply

Figure 132 - Adjusting lookup table colors

Within this sub-editor we can thereafter choose a pattern and/or a color. Use the Background color
to adjust the coloring of the additional information boxes within the diagram.
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Select Pattern... X

Please select a pattern

Selected pattern: |Ncme.fSo\id

Foreground color:
Background color: m Examples
Textcolor m

[ o 1|

Cancel |

Figure 133 - Color picker dialog

The software has a default color that is used when no value is assigned to an item. This color can also
be adjusted: Select Case > ‘Edit null value colors’ in the upper menu toolbar. This will bring up the
dialog below Clicking an item will again bring up a color picker dialog.

Set unassigned (null value) colors... X
Type | Sample ‘
Qrganizational Unit Type

Action Category. .:.
BRF Code [
Barrier Type...

Priority...

Incident Category..

Incident Tier

Incident Type

RCA Event Category. .:.
Timeline Actor.

Timeline Category..

Timeline Confidence Level.

Timeline Location

Figure 134 - Null value colors

10.4 LAYOUT GRID

IncidentXP has different layout options to facilitate incident analysis diagram creation and
development. There are two main grid layout options:

e Assisted Layout: the incident diagram shapes fit precisely into a grid in the diagram space.
BFA diagrams have this option enabled by default. The shapes will automatically snap to the
grid when adding or dropping shapes.

e Free grid Layout: the diagram shapes can freely be distributed across the diagram space by
moving them around or with cutting and pasting actions. The free layout puts the user in full
control over the layout of the diagram when rearranging the shapes. This option is especially
useful for non-linear incident analysis diagrams. RCA & Tripod-Beta diagrams have this
option enabled by default.

To select ‘Assisted Layout’ or ‘Free grid Layout’, use this icon in the toolbar.
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Incident Timeline - T_.. incident Manager h:i' Incident Diagram - B... _
S EACECROREHCNC SRR - @ i

Grid Options

Figure 135 - Layout options icon

When this icon is selected, various options are presented. To select a main layout option, pick the
assisted or free layout option.

Hide Grid
Show Grid When Dragging
Always Show Grid

| & | Show Grid as Lines

Show Grid as Dots

| & | Assisted Layout

‘ Free grid Layout

Perform Automatic Layout

Figure 136 - Select assisted or free grid layout

In the grid options drop-down, there are various other grid display options, such as showing/hiding
the grid, or showing the grid as lines as dots.

Below the grid options menu it is possible to select ‘Perform Automatic Layout’. This can be used
when you have been creating a diagram using the free grid layout, but you want the shapes to snap
to the grid to make them more readable. This is because shapes can have the possibility (until a
certain extend) to overlap when using the free grid layout.

11

CASE FILE TOOLS

11.1 LISTVIEW WINDOW

Go to View > Windows > Listview. The listview window sums up underlying information of a selected
tree view node. The listview is especially useful for the display of backlinks.

When a document link is referenced on say, a barrier, there’s a virtual arrow pointing from the
barrier to the location in the tree view where the document link is defined. This arrow is called the
link. We can also follow this arrow in the reverse direction, from the document links to all the
barriers where it is used. These are called the backlinks. The backlinks are a summation of all places
where the item is used.
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A similar concept applies to lookup table values, the items used in drop-down lists such as the
incident type. For each item we can find out where they are used by revealing their backlinks. This is
done by right-clicking the item of which you want to see where it is referenced, and selecting the
option in the context menu called ‘Show usage references’. The listview will show the usage
references and indicate that it is displaying backlinks.

11.2 QUALITY CHECKS WINDOW

The quality checks window can display a number of different reports pertaining to the quality and
completeness of your incident analysis. You can find the quality checks hidden on the right side of
the diagram in the default layout or open the window by selecting View > Windows > Quality Checks.

From the drop-down box at the top of the window, select the report you want from the list. Once
you have selected a report, the window is populated with its results. To refresh the list of items, click
the button with the blue circular arrow. The quality checks are extremely helpful in identifying
missing data in your analysis.

Quality Checks I x
Report: Incident Bamiers without equivalent Bow Tie bamiers I L I-.'j
Co... | Name | Mo report -

Actions without action pa

Fence
Water f All uncompleted actions

First aid BFA Causations without actions

Everts without Bow Tie equivalert items

WearfdFingl RCA Events without categorization

Inspect Incident Bamiers without document links

Wearp Incident Bamiers without equivalent Bow Tie bamiers

R Incidents without at least one final causal diagram fignores timelines)
Bt Timeline Columns where date and time has not been set

Remov| Timeline Events where actor has not been sst

Comect| Timeline Events where document links is empty

Use of Tripod Underying Causes without actions

Extinguishing flames by fire response team
Evacuation of personnel
llze of handheld extinoisher

Figure 137 - Quality checks window

11.3 CASE OVERVIEW

The case file overview presents many views of the data in your case file from different perspectives,
allowing visualization of relationships which might otherwise be less evident, plus allowing you to
quickly find related data.

The Case overview is a separate tab in the diagram window. Activation of this tab can be done
through the main menu selecting View > Windows > Case overview.

Using the drop-down menu on the toolbar labeled Overview Perspectives, you can change the
overviews’ perspective.

Case Overview X Incident Timeline - T... incident Manager Incident Diagram - ...
é Overview : | Document Links 2 m Expand by keywort - ;7 E g m EE
Do
Doc;}:nentLin Wiki Pages F! Locati:_n :
E . Docklincidents - Incident Actions w }
- ® @ Dofjncidents - IncidentXP Incident analysis overview hitp:/fwww.cgerisk.com
-------- @ Noc = N[ 3 RUSTem snacn ¥ httr lhwwaw coerisk com

Figure 138 - Case overview window

All output from each overview can be exported to Excel by means of the ‘Export To Excel’ button (

BE)_
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When information in the case file changes, the case file overview will update automatically. If, for

some reason, you want to rebuild the output you can do so with the ‘reset/reload’ button ((-Ij ).

All the case overview buttons are shown below.

Icon Description

?; !Execute expand by keyword operation by means of the keywords entered
into the text box

d Go to previous keyword match

> Go to next keyword match

Eg Expand all

T Collapse all

@ Go to definition in the tree view

@ Show relationship model of selected entity (only activated in combination
with BowTieXP)

@) Reset/reload

(x B Export to Excel

11.3.1 Document Links perspective
This perspective lists all document links defined in your case file and where they are used.
11.3.2 Wiki Pages perspective

This perspective lists all Wiki groups and Wiki pages defined in your case file and provides a full
description of them.

11.3.3 Incident Actions perspective

This perspective lists all actions present on any incident analysis diagram and displays them in two
groups: open actions and completed actions.

11.3.4 IncidentXP Incident Analysis Overview

This perspective lists aggregated causation chart value counts, which enables performing trend
analysis. It aggregates the values for the entire case file as well as per incident analysis diagram.
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Incident Diagram | | | Details
4 Incident Diagrams
1 Bfa Incident Diagram

w

3 Triped Incident Diagrams

- BRF Code profile

(- Tripod Immediate Causes 8

& Tripod Preconditions 13
| - Trpod Underiying Causes 16
3H Inc.Dia. Worker falls in water (BFA + Timeline) / Bfa Diagram

[+ &P Inc.Dia. Road Safety: vehicle almost crashed into water (Tripod) / Tripod a..

58 Inc.Dia. Road Safety: vehicle crashed into tree (Tripod) / Tripod analysis di....

[+~ 5 Inc.Dia. Road Safety: vehicle roll-over (Triped) / Triped analysis diagram

Figure 139 - Case overview — perspective: IncidentXP incident analysis overview

12

LINKING TO DOCUMENTATION

12.1 INTRODUCTION

A lot of information which is present in a case file refers to things which have already been
documented elsewhere, and in a lot of places in a case file you might want to refer to that
information. Besides that, evidence is often captured in a separate document, which should be linked
to the incident analysis as well.

To solve this need, both BowtieXP and IncidentXP offers a document links module. Document links
are pointers to external documentation which can be linked to various elements within your case file.
In this chapter you will learn how to make efficient use of them.

Document links are defined in a central hierarchy within the tree view, and are then linked to all
relevant (diagram) items throughout the rest of the case file. When assigned they can be shown on

the diagram, and quickly accessed by means of the ‘open/go to’ icon B:

Defensive driving
L

RS-DL.01 Company
website o

Figure 140 - Barrier showing documents links along with "open" button

12.2 CREATING A DOCUMENT LINK

To create a document link, navigate to the ‘Document Link Groups’ node in the tree view, right-click
this node and select ‘New Document Link Group’. Within a Document Link Group, actual Document
Links can be created. Document links can be created in a hierarchical structure. A sub-document link
will be created if you add a Document Link by right-clicking an existing Document Link or Document
Link Group.
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Tree view o x
Default Filtering - | g
= [» Case File

@ Incident Lookup Tables
- (8) |Document Link Groups |

L =pIncidd ©0 Undo Ctri+Z
& Redo Ctrl+Y

“ View.. F4

+  New Document Link Group ... n_ Ins

Delete * Del

§ Change Order..

'gn Cut Ctrl+X
[H Copy Ctri+C
] Paste Ctrl+V

Figure 141 - Add new document link (1/3)

Tree view o x
Default Filtering ~| B:
- [ Case File

-- ® Incident Lookup Tables

E} @ Document Link Groups

- lfﬁ:'ﬁl \_New document link group |
Undo (Add Document Link Group)  Ctrl+Z

Redo Ctrl+Y
Edit Document Link Group ... F4
MNew Document Link ... . Ins
Delete Document Link Group ’ Del

Change Order...

Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V

Show empty usage references

Figure 142 - Add new document link (2/3)

A document link contains a code, a name, a description and a location. The location defines where
the actual document resides. This can be either a URL or a file path.
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Add Document Link

General UserData

Code: [10
Name: ‘New Document
Description:
editin popup)
Location: [www.egerisk.com|
——
(] Open the document

‘ OK I} ‘ ‘ Cancel | | Apply

Figure 143 - Add new document link (3/3)
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12.3 LINKING A DOCUMENT LINK TO THE DIAGRAM

After defining document links, they can be linked onto other elements by the usual methods of
dragging and dropping (either from the tree view or within the editor box shown below) or using the
arrows within the document links tab in the editor window.

Edit Event X
Genera | DocumentLinks UserData
Available Assigned

A [ ] free [ ]

Path Co.. | Na.. | Descrpt.. | Locat. |
[=-dfp New document link group
®][1.0New Document it

Assign the dragged Document Links as links

Expand Collapse Up Down

® oK Cancel Apply

Figure 144 - Linking a document link to an incident event (two alternatives)

13

GETTING DATA OUT OF THE PROGRAM

13.1 INTRODUCTION

Putting information into case files is useful, but it is even better to also have the opportunity to get
all the information out of the case files in various perspectives and formats, in order to share them
with your desired audience.

In this chapter you will learn all the different methods for outputting information. We will discuss:
e The output of the various reports,
e The export of the diagrams.

13.2 REPORTING

Besides being able to create a specific report of a certain incident analysis using the report function
within the Incident Manager, you can also report information from an entire case file in various ways
using the built-in reporting engine. There are various reports available with different functionality
and visualization of the information. Depending on the chosen report, the format will either be
Microsoft Word or Microsoft Excel.

13.2.1 Generating a report
Follow these steps to generate a report:

1. Select Tools = Reports, or click the report button in the toolbar (Nl_j § ).
2. Select the desired report.
3. After selecting the report, it’s automatically opened in Word or Excel.

The dialog box depicts already in advance which reports are offered as an Excel file. Deductively the
other reports will be generated in Word.
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After running a report you can thereafter save the report under a name of your choosing.

IncidentXP Reports X

All Favorites

=-Reports
[#-Actions

--Incident Diagrams

i Ej Graphical imeline break down
K= Incident timeline events grid

=Timeline Events

,I:j|Reporl on all incident barriers
cident Diagrams RCA

cident Diagrams Tripod

isis

Other

Select a reportfrom the list and press "Run". | Run [ ‘ | Close

Figure 145 - Generating a report
13.2.2 Report from template

It is possible to define a company template report, complete with logos, fonts and other styling and
fill that with information from an incident analysis, using tags that are inserted into the template. A
full list of usable tags is available below however the tags are not explained in detail as this might

change over time. We advise you to test this yourself by following the below steps and using the
template with some dummy data (e.g. data from the test file).

To create a custom template, follow these steps:

1. Open Word (for this example, we will use Word 2016).
2. Go to File > Options > Customize Ribbon.

3. Make sure the “Developer” option is ticked in the Main Tabs section.
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Word Options ?

G | 5 .
Eners E-E Customize the Ribbon and keyboard shortcuts.
Display
] Choose commands from: (i) Customize the Ribbon: ()
Proofing |Popu|arCommands |Mﬂiﬂ Tabs
Save
Language Accept and Move to Mext ~ Main Tabs
= Align Left & [ Home
Advanced "= Breaks v Clipboard
. :— Bullets 4 Font
Customize Ribbon = Center Paragraph
Quick Access Toolbar H_ Change List Level St-"_rl_es
E® Copy Editing
Add-Ins o Cut Insert
Define New Mumber Format... [#] Design
Trust Center % geleteT o Page Layout
raw Table
Draw Vertical Text Box References
9 Email Add > [ [w] Mailings N
#% Find Review
Font I- == hemaove [] View El
A Font... Developer
A Font Color [» [ Add-1
Font Size Ir ns
' Format Painter Blog Post
A Grow Font Insert (Blog Post)
% Hyperlink... Outlining
1
‘_:E Ir?sert Footnote _ Background Removal
4= Line and Paragraph Spacing 4
b Macros
HE Multiple Pages | New Tab | | New Group | | Rename... |
D MNew w

Customizations: '-'i:'

Figure 146 - Microsoft Word - Customize Ribbon

1. Open the Developer tab. You can add fields with the “Aa” icon. The tooltip describes it as a
“Plain Text Content Control”.

—
B d® O- INKTOOLS 12
3 HOME  INSERT  DESIGN  PAGELAYOUT  REFERENCES  MAILNGS  REVIEW  VIEW  DEVELOPER PENS

= @Record Macro ﬁul E‘:{} Aa fa (= % gDsign Mode @ D @ [3.

11® Pause Recording Properties

Visual Macros . Add-Ins COM — — XML Mapping Block Restrict Document Document
Basic ¥ Macro Security Add-Ins E&- -El Group Pane Authors - Editing  Template  Panel
Code Add-Ins Controls Mapping Protect Templates

Figure 147 - Microsoft Word - Plain Text Content Control

2. The field will look like this:

EI Click here to enter text. |

Figure 148 - Microsoft Word - Plain Text Content Control (2)

3. To make sure the field is filled with the right data, select the field and click “Properties” in
the ribbon.
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O H - = INKTOOLS  12.¢
FILE HOME  INSERT  DESIGN  PAGELAYOUT  REFERENCES  MAILNGS  REVIEW  VIEW  DEVELOPER PENS

L) D 2 Record Macro & = Aa Aa L Design Mode [@ [bq @ D
v, =
_ L Pause Recording .I:[- i Properties i 5 £+
Visual Macros Add-Ins  COM XML Mapping Block Restrict Document Document
Basic L Macro Security Add-Ins Group Pane Authors - Editing  Template  Panel
Code Add-lns Controls Mapping Protect Templates

L

Figure 149 - Microsoft Word — Content Control Properties

4. Inthe “Tag” field, you can insert one of the tags that are available (see Table below). If you
want to see these tags in the document, you have to turn on the “Design Mode”.

Available tags:

e Incident.Code

e Incident.Description
Incident.LongDescription
Incident.WhatHappened
Incident.DateAndTime
Incident.DateAndTimeTimeZoneld
Incident.DateAndTimeFormat
Incident.IncidentType
Incident.IncidentCategory
Incident.IncidentTier
Incident.OrgUnit
Incident.Latitude
Incident.Longitude
Incident.PlotPlan
Incident.PPL_X
PPL_Y
PPL_S
IncidentDiagram.DiagramStatus
IncidentDiagram.WorkingDraftStatusDescription
IncidentDiagram.CompletedStatusDescription
IncidentDiagram.TopSetZonela
IncidentDiagram.TopSetZonelb
IncidentDiagram.TopSetZone2
IncidentDiagram.TopSetZone3
IncidentDiagram.TopSetZone4
IncidentDiagram.Name
IncidentDiagram.MethodologyType
IncidentDiagram.UseTopologicalLayout
IncidentDiagram.IsSIRDiagram
IncidentDiagram.ShowZones
IncidentDiagram.ShowConnectorlLabels
TimelineDiagram.TimelinePictures
e IncidentDiagram.TreeOverview
e IncidentDiagram.TreeCutUp
e IncidentDiagram.Counts
e IncidentDiagram.Actions
IncidentDiagram.DocumentLinks
IncidentDiagram.AllL1Causes
IncidentDiagram.AllL2Causes
IncidentDiagram.AllL3Causes
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e IncidentDiagram.AllEndEvents
IncidentDiagram.PotentialEndEvents
IncidentDiagram.NonPotentialEndEvents
TimelineDiagram.EventsTable
Application.BowTieXPVersion
Incident.PlotPlanimage
Incident.Geolocationlmage

Add the tags to the Content Control Properties:

- 2
Content Control Properties :
General
Title: | |
Tag: |BowTi e, HazardRegister |

show as: |Bounding Box| v |

|:| Use a style to format text typed into the empty control
Style: |Default Paragraph Font |

4 N
|:| Bemove content control when contents are edited
Locking

|:| Content control cannot be deleted
[] Contents cannot be edited

Plain Text Properties

|:| Allow carriage returns [multiple paragraphs)

| ok || canca |

Figure 150 - Microsoft Word — Content Control Properties (2)

5. Save your template and close Word. You cannot run the report while it is opened in Word.
6. InlIncidentXP, go to View > Windows > Incident Manager > Global settings.

B Case Overview Incident Timeline 7  incident Manager x Incident Diagram

=< Back to list

Incident: Man falls from ladder

Report
Details
— +| ==
= b 5B O
Investigation Global settings E | Path | Diagram Last Modffied
Analysis

Recommendations

Attachments

Report

Figure 151 — Global settings in Incident Manager

7. Make sure “Custom made” is selected and browse for the created template by clicking the
button with the 3 dots and click ok.
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Global settings for Incident reporting H

Which docx template should be used for newly generated reports

() Default {built in) Show a copy of the default docx template ti
(®) Custom made: |C:\Usefs\rnarkok\Desklop\Custom template 1.docx | I:I
Cther settings

‘When a document is updated, keep a backup of the original

oK Cancel

Figure 152 - Selecting reporting template

8. Click on create new report to run the report.
e -7
€-EEDC A0 Q-

o re——

+- @ inadent Lockup Tebles Conveyor belt fire

% @ Operations And Risks Report

ee e Details o

= @ & o
I

et e ] | | s bind

0000

nvesiigaton

& Road Safety.crash o water (SCAT) Analysis
4 Roxd Safey: vefick colides wth poice car (BSCAT  Trmelne]
& Road Safety, vehice crashed i e (Trpsd)
- 4 Road Safety. vehice robove (Tipos)
& B Road Safety, vehicls smost crashed to wter (Tnpos)
= o Wodker faksin water (BFA = Tineina)
& & Buncersd (RCA«Tmelrs)
4 8 Fre n generstor room Aftachments
o Canveyorbet e

5 = BowTie Growps

Recommendaiions

Report

Figurel73 - Create new report

You can edit and change the report, then update the tags by selecting the same word file again (step
9). All fields will then be updated, without changing the information around it.

If you work with BowTieXP as well you may notice a small difference in how the templates are used.
In the case of custom reports for bowties you can save templates and reuse them from a dropdown
list. However, in the case of cusotm reports for incidents you will need to browse for the Word file
you want to use for that specific report. Bear in mind that you need to close your Word file before
you generate the report using a custom template.

13.3 EXPORT OF DIAGRAMS

There are four ways to export an incident analysis diagram (or timeline) in isolation. Find the buttons
in your diagram toolbar to see which one to use when:

Icon Description
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Copy to clipboard: allows you to paste the diagram in another application
ﬁ (e.g. PowerPoint). This will export a vector-based image, which can be

O enlarged and reduced in size without losing the image’s quality. This
makes it very suitable for documents, printing or presentations.

Save diagram as...: allows you to save the diagram as a picture (e.g. jpg).
Most formats are not vector based and therefore not ideal for printing.

bd

Export as svg drawing: allows you to export picture and save it as an XML
based scalable vector graphic.

B

IEI Export to Microsoft Visio: allows you to export to Microsoft Visio.

Note: We only support use of Visio 2002 — Visio 2007. Everything thereafter is not supported however it might still
work. We discourage the use of Visio because not all diagram info can be exported. Instead we recommend using
export to svg, export to png or the use of the BowTieServer WebViewer.

14

A BRIEF DESCRIPTION OF A SUBSET OF
BOWTIE METHODOLOGY

The bowtie methodology is used for risk assessment, risk management and risk communication. The
method is designed to give a better overview of the situation in which certain risks are present; to
help people understand the relationship between the risks and organizational events.

Risk in the bowtie methodology is represented by the relationship between hazards, top events,
threats and consequences. Barriers are used to display what measures an organization has in place to

control the risk.

All these are combined in an easy-to-read diagram as follows:

A WA WA N ‘
\
™ ™ ! ™
Threat H H \\‘ H H C q
Barrier Barrier Barrier Barrier
- - - = -
Threat H H op even H H C
Barrier Barrier Barrier Barrier

Escalation - l l — Escalation
factor factor

Barrier Barrier

Figure 153 - A bowtie diagram
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14.1 HAZARD

The word “hazard” suggests that it is an unwanted entity, but in fact it is the opposite: it is exactly
the thing you want or even need in order to create business. It is an entity with the potential to cause
harm but without it there is no business. For example in the oil industry; oil is a dangerous substance
(and can cause a lot of harm when treated without special care) but it is the one thing that keeps the
oil industry in business! When a hazard is managed or under control, it can be of no harm.

14.2 TOP EVENT

As long as a hazard is controlled it is in its desired state. For example: oil is transported through a
pipe on its way to shore. Certain events can cause the hazard to be released however. In bowtie
methodology such an event is called a top event. The top event is not a catastrophe yet, but the
dangerous characteristics of the hazard are now released. This is the moment in which control over
the hazard is lost. For example: oil is spilling outside of the pipeline (loss of containment). Not a
major disaster yet, but if not mitigated correctly it can result in multiple undesired events
(consequences).

14.3 THREATS

Often there are several factors that could cause the top event to occur. In bowtie methodology these
are called threats. These threats need to be independently able to cause the top event. For example:
corrosion of the pipeline can lead to the loss of containment.

14.4 CONSEQUENCES

When a top event has occurred it can lead to certain consequences. A consequence is a potential
event resulting from the release of the hazard, which entails damage, loss, or injuries/fatalities.
Consequences in bowtie methodology are therefore unwanted events that an organization ‘by all
means’ wants to avoid. For example: oil leaking into the environment.

14.5 BARRIERS (ALSO KNOWN AS CONTROLS)

Risk management is about controlling risks. This is done by placing barriers on bowtie scenarios to
prevent certain events form happening. A barrier (or control) can be any measure taken to prevent
arriving at un undesired state.

In bowtie methodology there are proactive barriers (on the left side of the top event) that prevent
the top event from happening. For example: regularly corrosion inspections of the pipelines. There
are also reactive barriers (on the right side of the top event) that prevent the top event resulting into
unwanted consequences. For example: leak detection equipment or concrete floor around oil tank
platform.

Note the terms barrier and control are the same construct and depending on industry and company,
one or the other is used. Barrier is the defaulted term in our software tools.
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14.6 ESCALATION FACTORS/DEFEATING FACTORS/BARRIER
DECAY MECHANISMS

In an ideal situation a barrier will stop a threat from causing the top event. However, many barriers
are not a 100% effective. There are certain conditions that can make a barrier fail. In bowtie
methodology these are called escalation factors. An escalation factor is a condition that leads to
increased risk by defeating or reducing the effectiveness of a barrier.

Escalation factors are also known as defeating factors or barrier decay mechanisms — which term is
used is dependent on industry and company. The term escalation factor is defaulted in our software
tools.

14.7 TERMINOLOGY RECAP

The following terms should now be familiar to you:
e The hazard, part of normal business but with the potential to cause harm, can be released
by:
A top event, no catastrophe yet but the first event in a chain of undesired events.
The top event can be caused by threats (sufficient and independent causes).
The top event has the potential to lead to unwanted consequences.
(Proactive) barriers are measures taken to prevent threats from occurring or resulting into
the top event.
¢ (Reactive) barriers are measures taken to prevent that the top event leads to unwanted
consequences, or mitigates the effects from those consequences.
e An escalation factor is a condition that defeats or reduces the effectiveness of a barrier.

15

SUPPORT

15.1 HELPDESK

. There is a helpdesk for users that have bought an IncidentXP license with a valid support and
maintenance contract. This helpdesk assists people that have technical and user-related questions
regarding IncidentXP.

If you have an active BowTieXP Support & Maintenance plan, our support team is available to help
with technical issues, user questions, installation guidance, and best practices for using BowTieXP. All
support requests are handled through the Enablon Customer Portal (ECP).

Submitting a support request

If you need assistance, please first contact your primary internal administrator. Your administrator
can submit a support ticket for you in the Enablon Customer Portal (ECP). This portal is where all
questions, issues, and requests should be submitted.

If you do not yet have an ECP account, please reach out to your Enablon Customer Success Manager
or Account Manager to request access.
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https://cpesg.my.site.com/EnablonCommunity
https://cpesg.my.site.com/EnablonCommunity

For more details about our support services, visit our support page:
https://www.wolterskluwer.com/solutions/enablon/bowtie/support

Software training
Please contact us via ECP.

15.2 TRIPOD BETA METHOD TRAINING

Please contact the Energy Institute at tripod@energyinst.org. An overview of all Tripod Beta trainings
can be found here: https://publishing.energyinst.org/tripod/training

15.3 TOP-SET METHOD TRAINING

TOP-SET method training is available from:

Kelvin TOP-SET Ltd

Annickbank Innovation Campus
Irvine KA11 4LF

Scotland, United Kingdom

+44 (0) 1475 560 007

enquiries@kelvintopset.com
http://www.kelvintopset.com/
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